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FaceTima 8 User Manual

Without the prior written consent of ZKTeco, no portion of this manual can be copied or forwarded in
any way or form. All parts of this manual belong to ZKTeco and its subsidiaries (hereinafter the
"Company" or "ZKTeco").

ZKT:ca is a registered trademark of ZKTeco. Other trademarks involved in this manual are owned
by their respective owners.

This manual contains information on the operation and maintenance of the ZKTeco equipment. The
copyright in all the documents, drawings, etc. in relation to the ZKTeco supplied equipment vests in
and is the property of ZKTeco. The contents hereof should not be used or shared by the receiver with
any third party without express written permission of ZKTeco.

The contents of this manual must be read as a whole before starting the operation and maintenance of
the supplied equipment. If any of the content(s) of the manual seems unclear or incomplete, please
contact ZKTeco before starting the operation and maintenance of the said equipment.

It is an essential pre-requisite for the satisfactory operation and maintenance that the operating and
maintenance personnel are fully familiar with the design and that the said personnel have received
thorough training in operating and maintaining the machine/unit/equipment. It is further essential for
the safe operation of the machine/unit/equipment that personnel has read, understood and followed
the safety instructions contained in the manual.

In case of any conflict between terms and conditions of this manual and the contract specifications,
drawings, instruction sheets or any other contract-related documents, the contract
conditions/documents shall prevail. The contract specific conditions/documents shall apply in priority.

ZKTeco offers no warranty, guarantee or representation regarding the completeness of any information
contained in this manual or any of the amendments made thereto. ZKTeco does not extend the
warranty of any kind, including, without limitation, any warranty of design, merchantability or fitness
for a particular purpose.

ZKTeco does not assume responsibility for any errors or omissions in the information or documents
which are referenced by or linked to this manual. The entire risk as to the results and performance
obtained from using the information is assumed by the user.

ZKTeco in no event shall be liable to the user or any third party for any incidental, consequential,
indirect, special, or exemplary damages, including, without limitation, loss of business, loss of profits,
business interruption, loss of business information or any pecuniary loss, arising out of, in connection
with, or relating to the use of the information contained in or referenced by this manual, even if ZKTeco
has been advised of the possibility of such damages.
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This manual and the information contained therein may include technical, other inaccuracies or
typographical errors. ZKTeco periodically changes the information herein which will be incorporated
into new additions/amendments to the manual. ZKTeco reserves the right to add, delete, amend or
modify the information contained in the manual from time to time in the form of circulars, letters, notes,
etc. for better operation and safety of the machine/unit/equipment. The said additions or amendments
are meant for improvement /better operations of the machine/unit/equipment and such amendments
shall not give any right to claim any compensation or damages under any circumstances.

ZKTeco shall in no way be responsible (i) in case the machine/unit/equipment malfunctions due to any
non-compliance of the instructions contained in this manual (ii) in case of operation of the
machine/unit/equipment beyond the rate limits (iii) in case of operation of the machine and equipment
in conditions different from the prescribed conditions of the manual.

The product will be updated from time to time without prior notice. The latest operation procedures
and relevant documents are available on http://www.zkteco.com.

If there is any issue related to the product, please contact us.

ZKTeco Industrial Park, No. 32, Industrial Road,
Tangxia Town, Dongguan, China.

+86 769 - 82109991

+86 755 - 89602394

For business related queries, please write to us at: sales@zkteco.com.

To know more about our global branches, visit www.zkteco.com.
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ZKTeco is one of the world’s largest manufacturer of RFID and Biometric (Fingerprint, Facial, Finger-vein)
readers. Product offerings include Access Control readers and panels, Near & Far-range Facial
Recognition Cameras, Elevator/floor access controllers, Turnstiles, License Plate Recognition (LPR) gate
controllers and Consumer products including battery-operated fingerprint and face template-reader
Door Locks. Our security solutions are multi-lingual and localized in over 18 different languages. At the
ZKTeco state-of-the-art 700,000 square foot 1SO9001-certified manufacturing facility, we control
manufacturing, product design, component assembly, and logistics/shipping, all under one roof.

The founders of ZKTeco have been determined for independent research and development of
biometric verification procedures and the productization of biometric verification SDK, which was
initially widely applied in PC security and identity authentication fields. With the continuous
enhancement of the development and plenty of market applications, the team has gradually
constructed an identity authentication ecosystem and smart security ecosystem, which are based on
biometric verification techniques. With years of experience in the industrialization of biometric
verifications, ZKTeco was officially established in 2007 and now has been one of the globally leading
enterprises in the biometric verification industry owning various patents and being selected as the
National High-tech Enterprise for 6 consecutive years. Its products are protected by intellectual
property rights.

This manual introduces the operations of FaceTima 8.

All figures displayed are for illustration purposes only. Figures in this manual may not be exactly
consistent with the actual products.

Features and parameters with % are not available in all devices.

Page |3 Copyright © 2026 ZKTECO CO., LTD. All rights reserved.



FaceTima 8

User Manual

Document Conventions

Conventions used in this manual are listed below:

GUI Conventions

Convention Description
Bold font Used to identify software interface template names e.g. OK, Confirm, Cancel.
S l;/g:(ljtie—rlevel menus are separated by these brackets. For example, File > Create >

For Device
Convention Description

<> Button or key names for devices. For example, press <OK>.

[ Window names, menu items, data table, and field names are inside square
brackets. For example, pop up the [New User] window.

/ Multi-level menus are separated by forwarding slashes. For example,
File/Create/Folder.

Symbols

Convention

‘ '

Description

This represents a note that needs to pay more attention to.

[ § (

The general information which helps in performing the operations faster.

-
P

The information which is significant.

Care taken to avoid danger or mistakes.

> ©

The statement or event that warns of something or that serves as a cautionary
example.
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Data Security Statement

ZKTeco, as a smart product supplier, may also need to know and collect some of your personal
information to better assist you in using ZKTeco's goods and services, and will treat your privacy
carefully by developing a Privacy Policy.

Please read and understand completely all the privacy protection policy regulations and key points that
appear on the device before using ZKTeco products.

As a product user, you must comply with applicable laws and regulations related to personal data
protection when collecting, storing, and using personal data, including but not limited to taking
protective measures for personal data, such as performing reasonable rights management for devices,
strengthening the physical security of device application scenarios, and so on.

Safety Measures

The following precautions are to keep the user’s safety and prevent any damage. Please read
carefully before installation.

Read, follow, and retain instructions - All safety and operational instructions must be properly
read and followed before bringing the device into service.

Do not ignore warnings - Adhere to all warnings on the unit and in the operating instructions.

Accessories - Use only manufacturer-recommended or product-sold accessories. Please do not use
any other components other than manufacturer suggested materials.

Precautions for the installation — Do not place this device on an unstable stand or frame. It may
fall and cause serious injury to persons and damage to the device.

Service - Do not try to service this unit yourself. Opening or removing covers may expose you to
hazardous voltages or other hazards.

Damage requiring service - Disconnect the system from the main AC or DC power source and
refer service personnel under the following conditions:

When cord or connection control is affected.

When the liquid was spilled, or an item dropped into the system.

If the system is exposed to water and/or inclement weather conditions (rain, snow, and more).
If the system is not operating normally under operating instructions.

Just change controls defined in operating instructions. Improper adjustment of other controls may
result in damage and involve a qualified technician to return the device to normal operation.

Replacement parts - When replacement parts are required, service technicians must only use
replacement parts provided by the supplier. Unauthorized substitutes can lead to the risk of burns,
electric shock, or other hazards.
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Safety check - On completion of service or repair work on the unit, ask the service technician to
perform safety checks to ensure proper operation of the unit.

Power sources - Operate the system only from the label's power source form. If the sort of power
supply to use is unclear, call your dealer.

Lightning - Can install external lightning conductors to protect against electrical storms. It stops
power-ups destroying the system.

The devices should be installed in areas with limited access.
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Instruction for Use

Before getting into the Device features and functions, it is recommended to be familiar with the below
fundamentals.

Finger Positioning%

Recommended fingers: The index, middle, or ring fingers are recommended fingers to use, and avoid
using the thumb or pinky, as they are difficult to position correctly onto the fingerprint reader.

i

Too low Too close to the edge

i Vertical
- —

Note: Please use the correct method when pressing your fingers onto the fingerprint reader for registration

and identification. Our company will assume no liability for recognition issues that may result from incorrect
usage of the product. We reserve the right of final interpretation and modification concerning this point.

Standing Position, Posture and Facial Expression

The recommended distance

The distance between the device and a user whose height is
in a range of 1.55 m to 1.85 m is recommended to be 0.3m
to 2m. Users may slightly move forward or backward to

1.5m

SRRSO NN SN

improve the quality of facial images captured.

0.3-2m
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Recommended standing posture and facial expression:

N a &

Standing Posture Facial Expression

Note: During enrollment and verification, please remain natural facial expression and standing posture.

Face Template Registration

Please make sure that the face template in the centre of the screen during registration. Please face
towards the camera and stay still during face template registration. The screen should look like the

image below:

Register Face (109s)
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Correct face template registration and authentication method

Recommendation for Registering a Face Template
When registering a face template, maintain a distance of 40 cm to 80 cm space between the

device and the face template.

Be careful not to change your facial expression. (Smiling face template, drawn face template,
wink, etc.)

If you do not follow the instructions on the screen, the face template registration may take
longer or may fail.

Be careful not to cover the eyes or eyebrows.
Do not wear hats, masks, sunglasses, or eyeglasses.
Be careful not to display two face templates on the screen. Register one person at a time.

It is recommended for a user wearing glasses to register both face templates with and without
glasses.

Recommendation for Authenticating a Face Template

Ensure that the face template appears inside the guideline displayed on the screen of the
device.

If the glasses have been changed, authentication may fail. If the face template without glasses
has been registered, authenticate the face template without glasses further. If the face template
with glasses has been registered, authenticate the face template with the previously worn
glasses.

If a part of the face template is covered with a hat, a mask, an eye patch, or sunglasses,
authentication may fail. Do not cover the face template, allow the device to recognize both the
eyebrows and the face template.
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Standby Interface

After connecting the power supply, the following standby interface template is displayed:

Y

-17 Tuesday

Click m icon to enter the User ID input interface.

Click icon to enter the video intercom call page. For specific operation methods, please

refer to the introduction in "15 SIP Video Intercom" below.

Click icon to open the contacts and select the one you want to call.

When there is no Super Administrator set in the device, tap E’] icon at the top right corner to
go to the menu.

After setting the Administrator on the device, it requires the Administrator’s verification before
entering the menu functions.

Note: For the security of the device, it is recommended to register administrator the first time
you use the device.
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Virtual Keyboard

Modify Name (108s)

Note:

The type of device keyboard will be consistent with the system language. Long press the "," button to set the
keyboard language.

Press 2123 to switch to the numeric and symbolic keyboard.

Click ABC to return to the alphabetic keyboard.

Verification Mode

Fingerprint Verificationd
1: N Fingerprint Verification Mode

The device compares the current fingerprint with the available fingerprint data stored in its database.

Fingerprint authentication mode is activated when a user places their finger onto the fingerprint
scanner.

Please follow the recommended way to place your finger onto the sensor. For details, please refer to
section Finger Positioning.
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Verification is successful: Verification is failed:

SRYS 8 SDUS S

03-18 Wednesday 1 4: 21 2026-03-18 Wednesday

N

1: 1 Fingerprint Verification Mode

The device compares the current fingerprint with the fingerprints linked to the entered User ID through
the virtual keyboard

In case users are unable to gain access using the 1:N authentication method, they can attempt to verify
their identity using the 1:1 verification mode.

Click the m button on the main screen to enter 1:1 fingerprint verification mode.

Input the user ID and press OK.
A0S S

1 4:24 2026-03-18 Wednesday

o
.

User PIN

1

1234567890
@# S % & - + ()

LR
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If the user has registered face template, password and card in addition to his/her fingerprints and the
verification method is set to Fingerprint/Password/Card/Face, the following screen will appear. Select

the fingerprint [ icon to enter fingerprint verification mode.

Press the fingerprint to verify.
Verification is successful: Verification is failed:

SRYS 8 SDUS S

i-18 Wednesday 03-18 Wednesday

Verification Successful!
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QR Code Verificationk

Tap Mobile Credential on the ZKBio Zexus Mobile Page, and a QR code will appear, which includes
employee ID and card number information. The QR code can replace a physical card on a specific
device to achieve contactless authentication. Please refer to 14.4 Mobile Credential.

AOUS®

1 4: 39 2026-03-18 Wednesday

Verification Successfull

Card Verification

1:N card verification

The 1:N card verification mode compares the card number in the card induction area with all the card
number data registered in the device; The following screen displays on the card verification:
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Verification is successful: Verification is failed:

20US®H

1 4: 39 2026-03-18 Wednesday
Y

Verification Successfull

— PIN _— {.& |2

1:1 card verification
The 1:1 card verification mode compares the card number in the card induction area with the number
associated with the employee's User ID registered in the device.
Press m in the main interface to open the 1:1 card verification mode.
Enter the user ID and click OK.
A0S S

-18 Wednesday

User PIN

1

12 3 se 7 810 i)
@ # S % & - + ()

LR
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If the user has registered face template, fingerprint and password in addition to his/her card, and the

verification method is set to Fingerprint/Password/Card/Face, the following screen will appear. Select

the E icon to enter the card verification mode.

Verification is successful: Verification is failed:

1 4: 39 2026-03-18 Wednesday
Y

Verification Successfull
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Facial Verification

1:N Facial Verification

The device compares the currently acquired facial images with all the registered face template data
stored in its database. The following is the pop-up prompt box displaying the result of the comparison.

Verification is successful: Verification is failed:

sDUS®

16:18 :026-0318 Wednesday

13-18 Wednesday

Verification Successful!

1:1 Facial Verification

In this verification mode, the device compares the face template captured by the camera with the facial

template related to the entered user ID. Press icon m in the main interface and enter the 1:1 facial

verification mode and enter the user ID and click OK.
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AOUS®

1 4:24 2026-03-18 Wednesday

o
.
0 X

User PIN

1

1234567890
@# S % & - + ()

LR

If the user has registered fingerprint¥, card and password in addition to his/her face template, and the

verification method is set to Fingerprint/Password/Card/Face, the following screen will appear. Select

™.l
the '-'-' icon to enter the face template verification mode.

After successful verification, the prompt box displays Verification Successful!, as shown below:
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sDUS®

16:18 20260318 weonesoay

Verification Successfull

Password Verification

The device compares the entered password with the registered password associated with the given
User ID.

Click the m button on the main screen to enter the 1:1 password verification mode. Then, input the

user ID and press OK.
A0S S

14:24 10360318 wednesday

User PIN

1

1234567890
@ # $ % & - + ()

LR
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If the user has registered face template, fingerprint and card in addition to password, and the

verification method is set to Fingerprint/Password/Card/Face, the following screen will appear. Select

the icon to enter password verification mode.

Input the password and press OK.

The following screen displays, after inputting a correct password and a wrong password respectively.

Verification is successful: Verification is failed:

AL SOuS®

16:26 2026-03-18 wednesday 16:27 2026-03-18 wednesaay

Verification Successfull
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Combined Verification
To increase security, this device offers the option of using multiple forms of verification methods. As
shown below:

Combined Verification Symbol Definition:

This method compares the entered verification of a person with the related
verification template previously stored to that Personnel ID in the Device.

This method compares the entered verification of a person with all the

+ with e . . .
verification template previously stored to that Personnel ID in the Device.

« Verification Mode (114s) Verification Logic (119s) L Verification Mode (119s)

Verification Logic Fingerprint

Verification Mode PIN
Password

Card

Face

Procedure to set for Combined Verification Mode:

Combined verification requires personnel to register all the different verification method.
Otherwise, employees will not be able to successfully verify the combined verification process.

For instance, when an employee has registered only the face template, but the Device
verification mode is set as “Face + Password”, the employee will not be able to complete the
verification process successfully.

This is because the Device compares the scanned face template of the person with registered
verification template (both the face template and the password) previously stored to that
Personnel ID in the Device.

But as the employee has registered only the face template but not the Password, the
verification will not get completed and the Device displays Verification Failed.
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Main Menu

Press E)] at the top right corner of the Standby interface to enter the Main Menu, the following
screen will be displayed:

Main Menu (119s)

User Management
Access Control
Record Query

Data Management

Network Settings

Intercom Sefttings

3 Biometric Parameters

Auto Testing

System Settings

Function Description

e

User Management To add, edit, view, and delete basic information of a User.

To set the parameters of the lock and the relevant access control device
Access Control including options like access record settings, time rule, holiday settings,
anti-passback setup, and duress alarm settings.

Record Query To query the specified access records and face template extraction logs.
Data Management To delete all relevant data in the device.
. To set the relevant parameters of network, Wi-Fi, mobile network* and
Network Settings i
cloud services.
Intercom Settings To set the parameters related to the SIP.
Biometric Parameters To set the parameters of face, fingerprint, password and other.
. To automatically test whether each module functions properly, including
Auto Testing . .
the screen, audio, camera, network, Wiegand, RS485and relay.
To set the parameters related to the system, including date and time,
System Settings language, sound, Wiegand, display, equipment maintenance and security

settings.

To view data capacity, device and firmware information and online

About Device
upgrade.
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Note: When users use the product for the first time, they should operate it after setting administrator
privileges. Tap User Management to add an administrator or edit user permissions as an administrator. If
the product does not have an administrator setting, the system will show an administrator setting command

prompt every time you enter the device menu.

Reminder (119s)

The device does not have an
administrator
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User Management

User Registration

Click User Management on the main menu.

User Management (118s)

Click the button in the top right corner of the User Management interface to enter the user

creation interface.

User PIN and Name

Enter the User PIN and User Name.
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Create User (171s)

User PIN

User Name

User Roles

Fingerprine

Acecess Contiol Rale

Notes:

A username can contain a maximum of 34 characters.
The user PIN may contain 1 to 14 digits and support letters by default.
During the initial registration, you can set your ID, which cannot be modified after registration.

If a message Error: User Already Exists! pops up, you must choose another ID as the enter User ID
already exists.

User Role

On the Create User interface, tap on User Roles to set the role for the user as either Normal User or
Administrator.

Administrator: The Administrator owns all management privileges in the Device.

Normal User: If the Administrator is already registered in the Device, then the Normal Users will
not have the privileges to manage the system and can only access authentication verifications.
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L Modify Role (117s)

Mormal User

Administrator

Note:

1)  The user needs to enrol for the verification mode before setting the user role.
2) Ifthe selected user role is the Administrator, the user must pass the identity authentication to access the
main menu. The authentication is based on the authentication method(s) that the administrator has

registered. Please refer to 1.6 Verification Mode.

Fingerprinty
Click Fingerprint to open the fingerprint registration page. Select the finger to be enrolled.

User Finger (1165)

Press Your Finger

Index Finger

Please enter fingerprint.
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Press the same finger on the fingerprint reader three times. If the fingerprint is successfully registered,
the system will proceed to enroll the next fingerprint.

NOTE: If you tap different fingers onto the fingerprint scanner during the 2"* and 3™ time, the user will
be prompted to "Enter the Same Fingerprint Again" as shown in the below image.

User Finger (106s)

Press Your Finger

Index Finger

Enter the Same Fingerprint Again

v D

Card Number

Tap Card Number in the Create User interface to enter the card registration page.

On the Card interface, swiping card underneath the card reading area. The card registration will
be successful.

If the card is registered already then, the Card number already registered message shows up.
The registration interface is as follows:
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Register Card (105s)

?

7234891

Password

Tap Password in the Create User interface to enter the password registration page.
On the Password interface, enter the required password and re-enter to confirm it and tap Save.

If the re-entered password is different from the initially entered password, then the device

prompts the message as Passwords Do Not Match, where the user needs to re-confirm the
password again.

Modify Password (1155)

Note: The password may contain 6 to 8 digits by default.
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Face

Tap Face in the Create User interface to enter the face template registration page.

Please face towards the camera and position your face inside the guiding box and stay still
during face template registration. The registration interface is as follows:

Register Face (109s)

This photo is

Access Control Role

The Access Control Role sets the door access privilege for each user. This includes the access group,

duress fingerprinty and facilitates to set the group access time-period.

Tap Access Control Role > Access Group, to assign the registered users to different groups for
better management. The device supports up to 99 Access Control groups.

Tap Time Period, to select the time rule to use.

The user may specify one or more fingerprints that have been registered as a duress
fingerprint(s). When a user presses the finger corresponding to the duress fingerprint on the

sensor and pass the verification, the system will immediately generate an external alarm.
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& User Access Control (113s)

Access Group

Time Period

Duress Fingerprint

Search for Users

On the User Management interface, tap on the search bar and enter the User PIN, the system will
search for the related user.

Edit User

On User Management interface, tap on the required user from the list to edit the user information.
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User Information (118s)

User PIN

User Name

User Roles

Fingerprint

Card Number

cntrol Role

Note: The process of editing a user is the same as that of adding a user, except that the user ID cannot be
modified when editing a user’s detail. For details, refer to "Section 3 User Management".

Delete User

On User Management interface, select the required user and slide left. Tap m to delete the user, then
tap Delete to confirm the deletion.

User Management (114s) Delete User (117s) Delete

Do you want to delete user 3?
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Access Control

On the Main Menu, tap Access Control to set the schedule of door opening, locks control and to
configure other parameters settings related to access control.

<« Access Control (115s)

Access Control Options

Access Control Record Settings

Time Rules

y Settings

To gain access, the registered user must meet the following conditions:
The relevant door’s current unlock time must fall within any valid time zone of the user’s period.

The user’s group must be included in the door unlock combination. If other groups are also part
of the same access combination, their members must be verified as well to unlock the door.

Access Control Options

Tap Access Control Options on the Access Control interface to set the parameters of the control lock
of the terminal and related equipment.
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€« Access Control Options (110s)

Door Lock Delay (seconds)

Gate Mode (Default: 0.85)

Door 5ensor Delay (s)

Doaor Sensor Type

Verification Mode

Auxillary Output Unlock Time (s

Alarm

Multi-User Verification Timeout

Reset access settings

Function Description

Door Lock Delay
(seconds)

Gate Mode
(Default: 0.8s)

Door Sensor
Delay (s)

Door Sensor Type

Verification Mode

Door Valid Time
Zone

Normally Open
Time Zone

Auxiliary Input
Configuration

Alarm
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The length of time that the device controls the electric lock to be in unlock state.
Valid value: 1 to 254 seconds.

Toggle between ON or OFF switch to get into gate control mode or not.

When set to ON, Door Sensor Relay and Door Sensor Type options will be
removed from this interface.

If the door is not locked and is being left open for a certain duration (Door Sensor
Delay), an alarm will be triggered.

The valid value of Door Sensor Delay ranges from 1 to 255 seconds.

There are three Sensor types: None, Normally Open and Normally Closed.
None: It means door sensor is not in use.

Normally Open: It means the door is always left opened when electric power is
on.

Normally Closed: It means the door is always left closed when electric power is
on.

Set the verification mode, where "/" represents "or" and "+" represents "with".
To set time period for door, so that the door is available only during that period.

Scheduled time period for “Normally Open” mode, so that the door is always left
open during this period.

Sets the door unlock time period and auxiliary output type of the auxiliary
terminal device. Auxiliary output types include None, Trigger Door Open, Trigger
Alarm, Trigger Door Open and Alarm.

Set whether to enable the alarm function.
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Multi-User

Used to set the time for door opening verification during multi-person

Verification P )
. verification. Valid values range from 8 to 300 seconds.
Timeout
The access control reset parameters include door lock delay, door sensor delay,
Reset Access door sensor type, verification mode, door valid time zone, normally open time
Settings zone, and alarm. However, erased access control data in Data Management is

excluded.

Access Control Record Settings

Click Access Control Record Settings on the Access Control interface.

€ Access Control Record Settings (108s)

QR Code Settings

Camera Mode

Verification Settings

Validity

Function Description:

QR Code Settingsk

Camera Mode
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& Verification Settings (119s)

Show Verification Photo

Verification Failure Alarm

Verification Failure Alarm Count
Verification failure interval (second)
Access Control Record Warning

Count of Access Records Deleted in Cycle

Count of Access Photos Deleted in Cycle

on Screen Delay Duration

Facial Recognition Interval

Unencrypted QR Code as Card Number: After enabled, the device
supports static QR code.

This function is disabled by default. When enabled, a security prompt will
pop-up and the sound of shutter in the camera will turn on mandatorily.
There are 4 modes:

No Photo: No photo is taken during user verification.
Capture and Save Photo: Photo is taken and saved during verification.

Save After Successful Verification: Photo is taken and saved for each
successful verification.

Save After Failed Verification: Photo will be taken and saved only for each
failed verification.
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Verification Settings

Validity

Time Rules

Show Verification Photo: This function is disabled by default. When
enabled, there will be a security prompt.

Verification Failure Alarm: Choose whether to enable the verification
failure alarm function. Once enabled, you can set the verification failure
alarm count and verification failure interval. When the number of verification
failures reaches the set value, an alarm signal will be generated (valid values
are 3to 100).

Access Control Record Warning: When the record space of access reaches
the maximum threshold value, the device will automatically display the
memory space warning. Users may disable the function or set a valid value
between 1 and 9999.

Count of Access Records Deleted in Cycle: When access records have
reached full capacity, the device will automatically delete a set of old access
records. Users may disable the function or set a valid value between 1 and
999.

Count of Access Photos Deleted in Cycle: When access photos have
reached full capacity, the device will automatically delete a set of old access
photos. Users may disable the function or set a valid value between 1 and
99.

Purge Unregistered User Photos: When unregistered user photos have
reached full capacity, the device will automatically delete a set of old
unregistered user photos.

Users may disable the function or set a valid value between 1 and 99.
Confirmation Screen Delay Duration: The time length of the message of
successful verification displays. Valid value: 1~9 seconds.

Facial Recognition Interval: To set the facial template matching time
interval as required. Valid value: 0~9 seconds.

User Validity Settings: Used to determine whether it supports setting the
user validity period during user registration.

Tap Time Rules on the Access Control interface to configure the time settings.

The entire system can define up to 50 Time Rules.

Each time-rule represents 10 Time Zones, i.e., 1 week and 3 holidays, and each time zone is a
standard 24-hour period per day and the user can only verify within the valid time-period.

One can set a maximum of 3 time periods for every time zone. The relationship among these
time-periods is "OR". Thus, when the verification time falls in any one of these time-periods, the

verification is valid.

The Time Zone format of each time-period is HH: MM-HH: MM, which is accurate to minutes
according to the 24-hour clock.

Tap the search bar to enter the required Time Rule number (maximum up to 50 rules).
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Time Rules (13s)

00 0
00 a0

[14:00 16:00]

On the selected Time Rule number interface, tap on the required day (that is Monday, Tuesday etc.) to
set the time.

Time Period2 (118s) Time Selection (108s)

[00:00 00-00)

Cancel

Specify the start and the end time, and then tap OK.

Notes:

The effective Time Period to keep the Door Unlock or open all day is (00:00~23:59) or also when the
Ending Time is later than the Starting Time, (such as 08:00~23:59).

The default Time Zone 1 indicates that door is open all day long.
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Holiday Settings

Whenever there is a holiday, you may need a special access time; but changing everyone's access time
one by one is extremely cumbersome, so you can set a holiday access time which is applicable to all
employees, and the user will be able to open the door during the holidays.

Tap Holiday Settings on the Access Control interface to set the Holiday access.

Holiday Settings (107s)

Add a new holiday:

Click the button in the top right corner of the Holiday Settings interface and set the holiday

parameters.

Add Holiday (119s)
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Edit a holiday:

On the Holiday Settings interface, select a holiday item to be modified.

Delete a holiday:

On the Holiday Settings interface, select a holiday item and slide left. Tap Delete to delete the holiday.
Then tap Delete to confirm deletion. After deletion, this holiday is no longer displayed on Holiday

Settings interface.

Delete Holiday (119s) Delete

Holiday Settings (119s)

Do you want to delete this holiday?

Anti-passback Setup

It is possible that users may be followed by some persons to enter the door without verification,
resulting in a security breach. So, to avoid such a situation, the Anti-Passback option was developed.
Once it is enabled, the check-in record must match with the check-out record so as to open the door.

This function requires two devices to work together: one is installed inside the door (primary device),
and the other one is installed outside the door (secondary device). The two devices communicate via
the Wiegand signal. The Wiegand format and Output type (User ID / Card Number) adopted by the
primary device and secondary device must be consistent.

—— 3 In

Secondary Primary
Device Device

Door

0y
7 ,} <:\
|

" User

Out ¢&—

Tap Anti-passback Setup on the Access Control interface.
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< Anti-Passback Setup (118s)

Anti-Passback Type

Master Device

Function Description

No Anti-passback: Anti-passback function is disabled, which means successful
verification through either the primary device or secondary device can unlock the
door. The attendance state is not saved in this option.

Anti-passback Out: After a user check out, only if the last record is a check-in
record, the user can check-out again; otherwise, the alarm will be triggered.
Anti-passback = However, the user can check-in freely.

Type Anti-passback In: After a user check in, only if the last record is a check-out
record, the user can check-in again; otherwise, the alarm will be triggered.
However, the user can check-out freely.

Anti-passback In/Out: After a user check in/out, only if the last record is a check-
out record, the user can check-in again; or if it is a check-in record, the user can
check-out again; otherwise, the alarm will be triggered.

Set the state of the device as Out or In.
Master Device Out: A record of verification on the device is a check-out record.

In: A record of verification on the device is a check-in record.

Duress Alarm Settings

Once a user activates the duress verification function with specific authentication method(s), and when
he/she is under coercion and authenticates using duress verification, the device will unlock the door as
usual, but at the same time, a signal will be sent to trigger the alarm.

On Access Control interface, tap Duress Alarm Settings to configure the duress settings.
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Duress Alarm Settings (119s)

vrd Verification Alarm

Duress Pas

1:1 Finger Verification alarm

1:N Finger Verlfication Alarm

Alarm Delay Time{seconds)

Function Description

Password After enabled, when a user uses the password verification method, an external
Verification Alarm | alarm signal will be generated, otherwise there will be no alarm signal.

Set the 6-8 digits duress password. When the user enters this duress password

Duress Password I . .
for verification, an external alarm signal will be generated.

1:1 Finger After enabled, when a user uses any fingerprint to perform the 1:1 verification,
Verification Alarm | 3 external alarm signal will be generated, otherwise there will be no alarm
* signal.
1:N Finger
Verification Alarm | After enabled, when a user uses any fingerprint to perform 1:N verification, an
* external alarm signal will be generated, otherwise there will be no alarm signal.

Alarm signal will not be transmitted until the alarm delay time is elapsed. The

Alarm Delay(s) value ranges from 1 to 999 seconds.
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Record Query

Once the identity of a user is verified, the Event Logs will be saved in the device. This function enables
users to check their access records.

Click Record Query on the Main Menu interface to search for the required event log.

Record Query (120s)

On the Record Query interface, tap Access Record, all access records will be displayed. Click the
icon in the upper right corner to set the query time period.

Access Record (117s) Date Selection (119s)

2026-03-20

On the Record Query interface, tap Face Template Extraction Log, all face template extraction logs

will be displayed. Click .to view the user information associated with the face template extraction

log.
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3. Face Template Extraction Log v B

1D:NTVT2.

1D:2

1D:2
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Data Management

On the Main Menu, tap Data Management to delete the relevant data in the device.

&« Data Management (107s)

Clear Admin Privileges

Delete Access Logs

Delete Access Photos

Delete Stranger Photos

Delete All Data

Function Description

Clear Admin Privileges To remove all administrator privileges.
Delete Access Logs To delete access records conditionally.
Delete Access Photos To delete access photos of designated personnel.

Delete Stranger Photos To delete the photos taken during failed verifications.

Delete All Data To delete information and access records of all registered users.

The user may select Delete All or Delete Specific Record when deleting the access logs, access photos
or stranger photos. Selecting Delete Specific Record, you need to set a specific time range to delete all
data within a specific period.
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Delete Access Logs (118s) Delete

55 Bvent
Delete All

Delete Specific Record

Select Delete Specific Record.
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&« Date And Time Selection (119s)

2026-03-20

To 14:47

Set the time range and click OK.
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Network Settings

Tap Network Settings on the Main Menu to set the relevant parameters of TCP/IP, Wi-Fi, Mobile

Network¥and Cloud Service.

<« Network Settings (92s)

TCR/IP Settings

Wi-Fi Settings

Mobile Netwe

Cloud Services Settings

TCP/IP Settings

Tap TCP/IP Settings on the Network Settings interface to configure the settings.

e TCP/IP Settings (118s)

Enable Ethernet

Default Gateway

DNS1
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Function Description

Once enabled, it can communicate using Ethernet and modify the Ethernet

Enable Ethern
able Ethernet network address parameters.

Dynamic Host Configuration Protocol is to dynamically allocate IP address

DHCP . .
for clients via server.
The default IP address is 192.168.1.201. It can be modified according to the
IP Address S
network availability.
Subnet Mask The default Subnet Mask is 255.255.255.0. It can be modified according to

the network availability.

The default Gateway address is 0.0.0.0. It can be modified according to the

Default Gateway network availability.

The default DNS address is 0.0.0.0. It can be modified according to the

DNS1 network availability.

DNS2 It can be manually entered as needed.

Wi-Fi Settings
The device provides a Wi-Fi module, which can be built-in within the device mould.

The Wi-Fi module enables data transmission via Wi-Fi (Wireless Fidelity) and establishes a wireless

network environment.

Tap Wi-Fi Settings on the Network Settings interface to configure the Wi-Fi Settings.

& Wi-Fi Settings (120s)

wireless Network
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Once the Wi-Fi is turned on, the device will search for the available Wi-Fi within the network
range.

Choose the appropriate Wi-Fi name from the available list, and input the correct password in
the password interface, and then tap OK.

Mobile Networky

When the device is applied to a dial-up network, make sure that the device is within the signal coverage
of the mobile operator (GPRS/4G).

Please insert the SIM card into the SIM card slot before enabling. Then tap Mobile Network on the
Network Settings interface to enable the mobile network.

Once turned on, the device is automatically connected.

& Mobile Network Settings (50s)

Mobile Network

Cloud Services Settings

Tap Cloud Services Settings on the Network Settings interface to connect with the ADMS server.
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e

Cloud Services Settings (118s)

Enable Domain Name

Server Address

SEerver Port

Enable Proxy Server

Open HTTRPS

Function Description

Server
Enable Domain Name
I Address
Server
Disable Domain Name Address
Server Port

Enable Proxy Server

Open HTTPS
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Once this function is enabled, the domain name mode
“http://.." will be used, such as http://www.XYZ.com, while
“XYZ" denotes the domain name (when this mode is turned
ON).

IP address of the ADMS server.

Port used by the ADMS server.

When you choose to enable the proxy, you need to set the IP
address and port number of the proxy server.

If it is enabled, it needs to restart to take effect, and the data
is uploaded to the push terminal. The address is changed
from HTTP to HTTPS.
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Intercom Settings

On the Main Menu, tap Intercom Settings to set relevant parameters of intercom.

The device achieves video intercom there are two modes, respectively, the LAN and SIP server. For

more details, please refer to 15 SIP Video Intercom.

&« Visual Intercom Settings (119s) « SIP Server Configuration (119s) Call Options (119s)

Visual Intercom Function 3

SIP Reqister Call Number Type

SIP Server Configuration

Call Options Domain

lock Instructions
Mame

Password Supports Auto Answer
2a55W

Display Mame Speak Timeout

Network Call Timeout
Transport Protocol Audio Dey

Input Device

Connection Test Output Device

Function Description

Visual Intercom Function Choose whether to enable the visual intercom function.

SIP Register: Select whether to enable the SIP server. When it is enable,
the SIP account needs to be set. Note: After assigning the SIP account to
the device on the ZKBio CVSecurity, the account information will be
automatically synchronized to the device. You don’t need to configure
it manually.
Transport Protocol: Set the transport protocol between the device and
indoor monitor.
Connection Test: Display the connection status of the SIP server.
Call Number Type: The number type for device calls can be set to either
Room Number or SIP Number.
Unlock Instructions: The value should be set as same as the value of
DTMF in the indoor monitor.
Supports Auto Answer: Select whether to enable the auto answer
Call Options function. When it is enabled, the device will automatically answer if the
indoor monitor calls.
Speak Timeout: Set the time of intercom, valid value 60 to 300 seconds.
Call Timeout: Set the time of call, valid value 10 to 300 seconds.
Input/Output Device: Display the audio input/output devices of the
device.

SIP Server Configuration
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Biometric Parameters

On the Main Menu, tap Biometric Parameters to set the parameters of face, fingerprint, password
and other.

< Biometric Parameters (117s)

Face Para

Fingerprint Parameters

Password FParameters

Other Parameters

Face Parameters

Tap Face Parameters on the Biometric Parameters interface to go to the face template parameter
settings.

= Face Parameters (119s)
111 Matching Threshald
1:N Matching Threshold
Face Anti-Counterfeiting Threshold
face Enroliment Threshold
Brightness Threshold
Face Brightness Threshold High

Force Template Extraction
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Function Description

Under 1:1 verification mode, the verification will only be successful when the
similarity between the acquired facial image and the user’s facial templates
1:1 Matching enrolled in the device is greater than the set value.

Threshold The valid value ranges from 0 to 100. The higher the thresholds, the lower the
misjudgement rate, the higher the rejection rate, and vice versa. It is
recommended to set the default value of 75.

Under 1:N verification mode, the verification will only be successful when the
similarity between the acquired facial image and all registered facial
1:N Matching templates is greater than the set value.

Threshold The valid value ranges from 0 to 100. The higher the thresholds, the lower the
misjudgement rate, the higher the rejection rate, and vice versa. It is
recommended to set the default value of 75.

Face Anti- Facilitates to judge whether the captured visible image is really a person (a
Counterfeiting live human being). The larger the value, the better the anti-spoofing
Threshold performance using visible light.

During face template enrollment, 1:N comparison is used to determine
whether the user has already registered before.

When the similarity between the acquired facial image and all registered facial
templates is greater than this threshold, it indicates that the face template has
already been registered.

Face Enrollment
Threshold

Face Brightness

Threshold The minimum brightness for facial recognition by facial algorithm.

Face Brightness

Threshold High The highest brightness for facial recognition by facial algorithm.

After enabled, when a facial photo is uploaded, the facial template in the
Force Template photo will be extracted using the minimum requirements.

Extraction Note: Enabling this feature will affect the accuracy of facial recognition. Please
do not enable it during normal use.

Improper adjustment of the exposure and quality parameters may severely
Notes affect the performance of the device. Please adjust the exposure parameter
only under the guidance of the after-sales service personnel of our company.
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Fingerprint Parametersk

Tap Fingerprint Parameters on the Biometric Parameters interface.

« Fingerprint Parameters (112s)

1:1 Matching Threshold

1:M Matching Th

11 Repetition Times

Function Description

1:1 Matching
Threshold

1:N Matching
Threshold

1:1 Repetition
Times
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Under 1:1 verification method, the verification will only be successful when the
similarity between the acquired fingerprint data and the fingerprint template
associated with the entered user ID enrolled in the device is greater than the set
value.

Under 1:N verification method, the verification will only be successful when the
similarity between the acquired fingerprint data and the fingerprint templates
enrolled in the device is greater than the set value.

In 1:1 Verification, users might forget the registered fingerprint, or press the finger
improperly. To reduce the process of re-entering user ID, retry is allowed.
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Password Parameters

Tap Password Parameters on the Biometric Parameters interface.

& Password Parameters (23s)

1:1 Repetition Times

Function Description

1:1 Repetition When conducting 1:1 password verification, the number of repeatable
Times comparisons can be set to a value between 1 and 9.

Other Parameters

Tap Other Parameters on the Biometric Parameters interface.

& Other Parameters (118s)
Motion Detection Threshold

Facial Recognition Angle

Face Size for Detection

Anti-band Effect
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Function Description

Function Name Descriptions

It is used for detecting whether there is a moving person in front of the device to
determine whether the face recognition function is enabled. The default value is

Motion Detection
Threshold

500.
Facial
Recognition To limit the face angle at face recognition, the recommended threshold is 20.
Angle
Face Size for The size of the face when face recognition. The range is 50-512. The smaller the
Detection value, the farther the detectable distance is otherwise, the closer it is.

When the banding effect is particularly pronounced, the image may appear
particularly rough or unnatural, and issues such as gradation may appear in the
camera's footage. You can try adjusting the frequency of this parameter to resolve
such issues.

Anti-band Effect
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Auto Testing

On the Main Menu, tap Auto-Testing to automatically test whether all modules in the device are
functioning properly. The test includes the screen, audio, camera, network, Wiegand, RS485and relay.

&« Auto Testing (118s)

Screen Test

Audio Test

Camera Test

Netwaork Test

Function Description

It is used for testing the screen's display. The screen will display red, green,

blue, white, and black tests.
Screen Test
Check if the screen color is uniformly correct across each area of the screen.

Tap on anywhere on the screen during testing to continue testing.

The device automatically tests audio prompts by playing back audio files

; that are stored in the device.
Audio Test
Voice testing mainly test if the device's audio files are complete and if the

audio effects are in good working order.

It is used for testing if the camera is functioning properly. Check captured

Camera Test . . . o
image to see if the image quality is clear and usable.

Network Test Test whether the network can connect normally.

Wiegand Test Test whether the Wiegand can connect normally.
RS485 Test Test whether the RS485 can connect normally.
Relay Test Test whether the relay can connect normally.
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System Settings

Set related system parameters to optimize the performance of the device.

Tap System Settings on the Main Menu interface to set the related system parameters to optimize the
performance of the device.

&« System Settings (118s)

Date and Time

Language Settings

Sound Settings

Wie i Settings

Display Settings

Equipment Maintenance

Security Settings

Date and Time

Tap Date and Time on the System Settings interface to set the date and time.

Date and Time (117s)

5et Time

Synchronize Cloud Service Time Zane

Select Time Zone

Date Format

Use 24-Hour Format
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Function Description

Enabled by default, users can set the time sync source and choose to synchronize
Sync Time with cloud server time or Internet time. If disabled, users can manually modify the
date and time.

Synchronize

. Enabled by default, synchronizes the time zone of the cloud server. If disabled,
Cloud Service

users can manually select the appropriate time zone.

Time Zone
Date Format Select the date format.
Use 24-Hour Select whether to use the 24-Hour format.
Format
Language Settings

Tap Language Settings on the System Settings interface to choose between Simplified Chinese and
English.

& Language Settings (33s)

English

fifkcpir
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Sound Settings

Tap Sound Settings on the System Settings interface to configure the sound settings.

Function Description

Volume Switch

Media Volume

Call Volume

Ring Volume

Notify volume

Sound Settings (60s)

Screen Prompt Toggle to enable or disable the touchscreen prompt.

Volume Switch

When turned on, there will be voice prompts, and the volume of media, call,

ring, and notify can be adjusted. When turned off, there will be no prompts.

Wiegand Settings

To set the Wiegand input and output parameters.

Tap Wiegand Settings on the System Settings interface to set the Wiegand input or output

parameters.
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Wiegand Settings (95s)

direction

Wiegand Format

Wiegand Output Bits (it}

Invalid 1D

Area Code

Pulse width [us)

Pulse Interval (us)

Authentication

Wiegand Input

Select the direction as In on the Wiegand Settings interface.

Wiegand Settings (114s)

direction
Wiegand Format
Wiegand Input Bits (bit)

Authentication

Function Description

Wiegand Format | Values range from 26 Bits, 34 Bits, 36 Bits, 37 Bits, 50 Bits and 66Bits.

Wiegand Input

Bits (bit) Number of bits of Wiegand data.

Authentication | Support Card number.
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Various Common Wiegand Format Description

Wiegand26

Wiegand26a

Wiegand34

Wiegand34a

Wiegand36

Wiegand36a

Wiegand37

Wiegand37a

Wiegand50
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ECCCCCCCCCCCccccccccccccco

Consists of 26 bits of binary code. The 1 bit is the even parity bit of the 2" to 13™
bits, while the 26" bit is the odd parity bit of the 14" to 25™ bits. The 2" to 25™ bits
is the card numbers.

ESSSSSSSSCCCCCCCCCCCCCCCCo

Consists of 26 bits of binary code. The 1 bit is the even parity bit of the 2" to 13™
bits, while the 26™ bit is the odd parity bit of the 14™ to 25™ bits. The 2" to 9™ bits
is the site codes, while the 10" to 25™ bits are the card numbers.

ECCCCCCCCCCCCCcccccececccccccccccco

Consists of 34 bits of binary code. The 1% bit is the even parity bit of the 2" to 17"
bits, while the 34" bit is the odd parity bit of the 18" to 33" bits. The 2" to 25" bits
is the card numbers.

ESSSSSSSSCCCCCCCCCCCCCCCccccccccco

Consists of 34 bits of binary code. The 1% bit is the even parity bit of the 2" to 17"
bits, while the 34" bit is the odd parity bit of the 18™ to 33" bits. The 2" to 9™ bits
is the site codes, while the 10™ to 25™ bits are the card numbers.

OFFFFFFFFFFFFFFFFCCCCCCCCCCCCCCCCMME

Consists of 36 bits of binary code. The 1% bit is the odd parity bit of the 2™ to 18
bits, while the 36" bit is the even parity bit of the 19" to 35" bits. The 2" to 17"
bits is the device codes. The 18™ to 33" bits is the card numbers, and the 34™" to
35t bits are the manufacturer codes.

EFFFFFFFFFFFFFFFFFFCCCCCCCCCCCCCCCCOo

Consists of 36 bits of binary code. The 1 bit is the even parity bit of the 2" to 18%"
bits, while the 36" bit is the odd parity bit of the 19" to 35™ bits. The 2" to 19" bits
is the device codes, and the 20 to 35" bits are the card numbers.

OMMMMSSSSSSSSSSSSCCCCCCCCCCCCCCCCCCCE

Consists of 37 bits of binary code. The 1% bit is the odd parity bit of the 2" to 18"
bits, while the 37™ bit is the even parity bit of the 19" to 36" bits. The 2" to 4™ bits
is the manufacturer codes. The 5" to 16" bits is the site codes, and the 21 to 36"
bits are the card numbers.

EMMMFFFFFFFFFFSSSSSSCCCCCCCCCCCCCCCCOo

Consists of 37 bits of binary code. The 1 bit is the even parity bit of the 2" to 18"
bits, while the 37" bit is the odd parity bit of the 19™ to 36™ bits. The 2" to 4™ bits
is the manufacturer codes. The 5" to 14" bits is the device codes, and15" to 20"
bits are the site codes, and the 21 to 36" bits are the card numbers.

ESSSSSSSSSSSSSSSSCCCCCCCCCCCCLCCccccccccecccccccco

Consists of 50 bits of binary code. The 1% bit is the even parity bit of the 2" to 25%
bits, while the 50" bit is the odd parity bit of the 26" to 49™ bits. The 2" to 17*" bits
is the site codes, and the 18" to 49" bits are the card numbers.
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“C”denotes the card number; “E” denotes the even parity bit; “O” denotes the odd parity bit;
“F“ denotes the facility code; “M” denotes the manufacturer code; “P” denotes the parity bit; and “S”
denotes the site code.

Wiegand Output

Select the direction as Out on the Wiegand Settings interface.

Wiegand Settings (95s)

Wiegand Format
Wiegand Output Bits (bit)
Invalid 1D

Area Code

Pulse Width (us)

Pulse Interval (us)

Authentication

Function Description

Wiegand Format = Values range from 26 bits, 34 bits, 36 bits, 37 bits, 50 bits and 66 bits.

Wiegand Output After selecting the required Wiegand format, select the corresponding output bit
Bits (bit) digits of the Wiegand format.

If the verification is failed, the system will send the failed ID to the device and

Invalid ID .
replace the card number or personnel ID with the new one.

It is similar to the device ID. The difference is that a site code can be set manually,
Area Code an\ is repeatable in a different device. The valid value ranges from 0 to 256 by
default.

The time width represents the changes of the quantity of electric charge with

Pulse Width (us) regular high-frequency capacitance within a specified time.

Pulse Interval (us) = The time interval between pulses.

Authentication | Support Card number.
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Display Settings

Tap Display Settings on the System Settings interface to customize the display style of the main

interface.

Automnatic brightness adjustment

ScreenOff Settings

screenCff Delay

Menu Timeout Settings

Menu Timeout Delay

Function Description

Display Settings (114s)

Brightness

Automatic
brightness
adjustment

ScreenOff Settings

Camera Wake Up
Mode

Camera Display
Duration
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< Display Settings (71s)

ScreenOff Delay

Camera Wake L

Camera Di

Menu Timeout Settings

Menu Timeout Delay

Identification Su

Identification Failure

Used to set the brightness of the device screen, with valid values ranging from
1 to 255. The higher the value, the brighter the interface.

After enabled, the device will automatically adjust the screen brightness
according to the ambient light.

Choose whether to enable the screen-off function. When the device enters
standby mode and remains idle for the set automatic screen-off time, it will
enter a screen-off state. The device can be woken up by detecting the face or
tapping any position on the screen. Valid values are: 30~3600s.

When Motion Detection is selected, the camera will automatically detect and
perform facial recognition.

When Touch Screen is selected, the device will disable the automatic

recognition sensing function of the camera. Only by clicking the icon K&
the screen can the automatic recognition function of the device's camera be
activated.

Set the display duration of the camera view. Valid values are: 30~3600s.
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Menu Timeout
Settings

Homepage Message
Text 1/2

Display Personnel
Information?

Welcome Speech

Choose whether to enable the menu timeout function. The Menu Timeout
Delay refers to the time it takes to exit to the standby interface after entering
the menu without any operation. Valid values are: 60~600s.

The message displayed on the main interface can be customized.

After enabled, the user's name and ID information will be displayed following
the personnel verification result.

Customize the prompts for successful and failed user authentication.

Equipment Maintenance

Tap Equipment Maintenance on the System Settings interface.

Function Description

& Equipment Maintenance (119s)

Reboot Device | Click "OK" in the pop-up dialog box to restart the device.

Factory Restore the device's communication settings, system settings, etc. to their factory
Restoration default settings. You can also check whether to Synchronize and clear all data.
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Security Settings

Tap Security Settings on the System Settings interface.

Security Settings (109s)

Data Encryption

Offline Communication

Verify hidden PIN

Verify Hidden Usernames
ng

Start ADB Network Debugging

Privacy Policy

Function Description

Data Encryption | Choose whether to encrypt data.

Offline
Communication

After enabled, the device is allowed to use the parameter tool.

After enabled, the User ID will be partially displayed after the personnel

Verify hidden PIN | verification result (only the User

ID with more than 2 digits supports the

Verify Hidden After enabled, the verification result will not display the name. After disabled,

Select whether to enable ADB network debugging. Once enabled, Android
devices can be connected to the development computer via a local area

masking display).
Usernames the user's name will be displayed after the personnel verification result.
Start ADB Network
Debugging

network for remote debugging.

Privacy Policy Display the device's privacy policy.
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About Device

Tap About Device on the Main Menu interface to view data capacity, device and firmware information
and online upgrade.

€ About Device (120s)

Capacity Information

Device Information

Algorithm Version

Module Version

Application Version

Online Upgrade

Function Description

It displays the current device's capacity of user, facial template, fingerprint
Capacity

: %, card, access control records, access control photos, stranger photos, and
Information

user photos.

It displays the device's name, device type, serial number, MAC address,

Device Information platform version, platform information, and manufacturer.

Algorithm Version | It displays the device's face algorithm and fingerprint¥ algorithm version.
Module Version It displays the device's extension and fingerprints module, push version.

Application Version | It displays all the versions of all the system's app.

Clicking on "Check for Upgrade" will search for the latest firmware for the

Online Upgrade device.
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WebServer

Users can remotely view device-related information, manage users, set parameters, and perform other
operations through the WebServer.

Login WebServer

Open a browser to enter the address to log in to the WebServer, the address is https://Serial IP
Address:8443. For example: https://192.168.1.201:8443.

Enter the WebServer account and password, the default account is: admin, password: 123456.

Capyright © 2026 ZKTECS €0, LTD, All fights reserved,

. Note:

After logging in for the first time, it is required that the users change their original password.

If you forget the WebServer login password, you can reset the device to factory settings, and the
password will be restored to the initial password (123456).

Dashboard

Click Dashboard on the WebServer. In this interface, you can view the device's capacity information,
disk space, and performance status.
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m;—.,'a ﬁ L s
|
= oo
& User b B Licer capacity 5 card capaciy (=] Access record
£ Arcess v 3/100,000 2/100,000 42/2,000,000
Bl Device - ﬁ Finger Capacity :8: Face Capacity
o . 1730000 0/100,000
B Repons p Disk Space Performance | cPu | Memery
& Intarcam -
Used: 6.07GE CPU Covas: 4
) Free: 45,0966 Current Frequency: 1.99GHE
& System - Usage Proportion: 11.56% Max Frequency: 1.99GHT
1OCO%K
13.3 User
© AddUsers

Click User > +Add to enter the user registration interface.

Access growsp 5
[

In this interface, you can register the User ID, Name, Card Number, Password, access group, time zones,
and rights of the new user, click OK to save.

After registering the basic information, you can click on Face to upload the user's facial photo.

oL Chick to upload

The image size should not exceed JME Supparted

farmats prg, jpd. jpeg
Cancel
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Search for Users

Input relevant user information, and then click Query. The system will search for the relevant users and

display them.
e

CY User
& User - User
& A -

o
B De -

2] Nrfie Card Mo Admin  Bislogical Template Actioins
& Communication ¥ 1 2617732657 Mo m Delete
B Reparts ¥ 110k 1 items < [1]

.
Edit Users

Select the user you want to modify and click the Edit button behind it to enter the user editing

interface.
e
User
User
I Nama; Admin Resat Cuary

+ Add =
::' Da aad

id Narne Card No Admin Biclogical Tamplate Actlong
@ o * 1 2617732657 Ho ¥ m Deleta
Bl Reports ¥ H 380931060 Mo ER e
B intercom > 3 N m Delete
& System v 1-3of items - [1

Note: Except for the User ID, which cannot be modified, other operations are similar to adding a new

user, and will not be further elaborated here.

Delete Users

Select the user you want to delete and click the Delete button next to it to proceed with the deletion.

ZK - B
Ct User
& User - User

+ Add &
=E v

2] Nrfie Card No Acdmiss Blongical Tamplate Actioins
& o - 1 2617732657 Mo m Delete

= 2 3808991050 Ho Tl oot

; o (e ]

& system v 1-30f3 ltems - [1
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13.4 Access

13.4.1 Access Group

Click Access > Access Group > +Add to assign users to access groups. The device supports up to 99
access groups.

Add

Accass group b 7

Persan &d: Name: o =3

w1 item Ciptianal user w 1item Selected user
] 2
1 i 1 i

13.4.2 Multi-Person Group
Access groups are arranged into different door-unlocking combinations to achieve multiple
verifications and strengthen security.

In a door-unlocking combination, the range of the combined number N is 0 < N < 5 and the number of
members N may all belong to one access group or may belong to five different access groups.

Click Multi-Person Group > +Add, slide to set the group number, and then click OK.

For Example:

@  If the Door-unlock combination 1 is set as (01 03 05 06 08). It indicates that the unlock
combination 1 consists of 5 people and all the 5 individuals are from 5 groups, namely, AC
Group 1, AC Group 3, AC Group 5, AC Group 6, and AC Group 8, respectively.

@  If the Door-unlock combination 2 is set as (02 02 04 04 07). It indicates that the unlock
combination 2 consists of 5 people; the first two are from AC Group 2, the next two are from AC
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Group 4, and the last person is from AC Group 7.

If the Door-unlock combination 3 is set as (09 09 09 09 09). It indicates that there are 5 people
in this combination; all of which are from AC Group 9.

If the Door-unlock combination 4 is set as (03 05 08 00 00). It indicates that the unlock
combination 4 consists of only three people. The first person is from AC Group 3, the second
person is from AC Group 5, and the third person is from AC Group 8.

Note: For settings related to time zone, holiday, and anti-passback operations, please refer to sections
4.3,4.4,and 4.5.

Device

Click Device. For information on access control options, access record setting, and duress alarm setting,
please refer to sections 4.1, 4.2, and 4.6.

ZK 7= &
€1 Dashboard wice | Device
2 User v Device
B Access ~ Access Contiod Optlons Access Record Setting Duress Alarm Setting
B Device i Door lock delay: 5 Secondsi!-254)
m o

Door sencor delay: 15 Seconds(1~255)
@ o r v

Door sensor type:  None
B Ry "

Verification logle: @ Or  And
& . 7

varification mode:  Finger

3 Pasgword = Cand
@ system bl i =
Faca
Door valid time 2one: 1 0~50{ Indicates disabled)
Maormally open time 2one:  Disabled 0-5000 Indicates disabled)
Ausiliary ingut configuration: (D)
Auwniliary input Type:  Trigger Door Open
Auxiliary Input Unlock Time: 255 Seconds(1~255)
C icati

For settings related to Ethernet and Wiegand, please refer to Sections 7.1 and 11.4.

ZK =0 3
€t Dashboard L t Ethernet

& Use " Ethernet

. =

B Dovice . Ethernet: (ETEGL )

DHCP:

IP Address:  192.168.163.129
Ethernet

<]

Subnet Mask: 2552552550

Gatewray Address:  192,168.163.1
m
DNS: 8883
m v
DNS2: 0.0.00
@ 5
Save
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Note: After successfully changing the IP address of the device, the device will disconnect from the

WebServer. You will need to enter the changed IP address to log in again.

13.7 Reports

Click on Access Record, Face Ext Record, and Call Record in the Reports column to view the relevant

records of the device.

=3 v Access Record
& Acces Y Time
Tirne:

2026-03-1% 18:34:43

2026-03-18 1B:25:33

2026-03-18 18:11:50

2026-03-16 16:02:05

2026-03-16 17:53:05

2026-03-18 175219

2026-D3-18 175218

2026-03-18 175217

20260318 175212

2026-03-10 174845

& Use - Face Ext Record
& Acces Y User D¢
B Device -
User ID
1
217172421
2
2
“all F 1
@ I g
Call Record
& User v Call Record
& Acces Y Type
B e v
@ Communication ¥
Serlal
B Report i .
3
Fa rd
4
s

& Int
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Access Record

Face Ext Record

Type

Outgoing call
Cutgaoing call
Outgang call
Outgeing call

Outgaing call

User 1D
2

User ID:
Mame
Fesult:
Result
Narme
Mari

Indoor-Monitar
Stella

Stella
192.168.163.128

192.168.163.126

Ros

=
Event Type Werification Mods AL Status
Normal Varify Open Card In
Unraghsterad Parsonned Card in
Unregistered Personnel Card n
Unregstared Personnel Card I
Unregistered Personnel Face In
Unregistered Persannel card Iy
Unrequstered Personnel Card n
Unragistered Personnel Card n
Unregistered Fersannel Card n
Unregistered Parsonned Face n
1-10 of 24 eme 1123 >

&

Time. Resset

Time

2026-03-18 14:2411
2026-03-17 15:45:13
2026-03-17 145744
2026-03-17 14:57:23

2026-03-06 17:20:01

1-5of Sitems - [1)

Recipdent number

Reciplent number Tirme

sipie46d 2026-03-18 156:56
Sipri 92168163128 026-03-17 171834
sip 192168163128 2026-03-17 17.18:04
Sip192.168.163.128 2026-03-17 181454
sipA92.168,163.128 2026-03-06 181153

1-5of Gitems - [1
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13.8 Intercom

13.8.1 Intercom Switch

Click Intercom > Intercom Switch to enter the intercom switch setting interface.

ZKTeo B
€t Dashboard I Infercom / Intercom Switch

& User v Intercom Switch

£ Access L switch status: (R

Video resolution:  VGA

Wideo bit rate: 1024 kbps

Function Description

Function Name Description

Switch status Choose whether to enable the intercom function.

Select the video resolution of the intercom. The default is VGA (640x480). You

Videoresolution '\ e from 720P (1280x720), VGA, and QVGA (320x240).

Select the video bit rate of the intercom, the larger the value, the higher the
picture and sound quality of the video, and the greater the network
requirements. The default is 1024kbps, with options available at 128, 256, 512,
1024, 2048, and 4096kbps.

Video bit rate

13.8.2 SIP Server

Click SIP Server to enter the SIP server setting interface.

ZK Tz B 1 amn
|
€ Dashboard Intercom / SIP Server
& User - SIP Server
B Accass v SIF Registration: (EETL)
Bl pDevice - Domain:  zktecolotoom
@ Communication Maness | 2a6z
m Haparts Fassword:  ssesssess
Bt Display name: 12900
Transport protocol: TLS
Intarcom Switchy
m Connection status: Connection successiul &

Function Description

Function Name Description

Select whether to enable the SIP server. When it is enable, the SIP account

IP Regi i
SIP Registration needs to be set. Note: After assigning the SIP account to the device on the
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ZKBio CVSecurity, the account information will be automatically synchronized
to the device. You don’t need to configure it manually.

Transport protocol | Set the transport protocol between the device and indoor monitor.

Connection status | Display the connection status of the SIP server.

13.8.3 Call Options

Click Call Options to enter the call options setting interface.

w1/ Call Options
& User - Call Options
£ Access v Call number type: © Group name SIF Number

Unlack Instruction: 1

Support automatic answering . (EEEI)

gl Call fimeout duration: 20 Secondst 18~ 300}
ntsrcam ~

Function Description

Comersation timeout duration: 120 Seconds{Gd- 300}

Function Name Description

Call number type Number.

The number type for device calls can be set to either Group name or SIP

Unlock Instruction | The value should be set as same as the value of DTMF in the indoor monitor.

answering

Support automatic | Select whether to enable the auto answer function. When it is enabled, the
device will automatically answer if the indoor monitor calls.

Conversation
timeout duration

Set the time of intercom, valid value 60 to 300 seconds.

Call timeout . .
R Set the time of call, valid value 10 to 300 seconds.
duration
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Butler Setting

Click Butler Setting to enter the butler setting interface.

i

Butler setting
2 User v Butler setting

& Access ¥ Butler's number: 8886

Input the butler's number (this number must have been added to the contacts), and then click Save.

After the setting is complete, click the icon on the device to enter the call page, and directly click

the icon to make a one-click call to the administrator.

call (117s)

Please Enter The Room Number

Contacts

Click Contacts to enter the contacts setting interface.
Add Contacts

Note: When assigning a SIP account to the device on ZKBio CVSecurity software, you can synchronize
the contact list, eliminating the need to manually add it on the device.
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Here, we will introduce the method of adding new contacts by taking the local area network (LAN)
calling method as an example:

1. Click on +Add to enter the adding contacts interface, input relevant information, and then click OK.

Add

Contact Name

Stella

MNumber Type Murnber
I 192.168,163.128

+ add a row of data

Contact Name: Enter the name of the contact.
Group: Enter the group name.

Number Type: Select as Ip.

Number: Enter the IP address of the indoor monitor.

Priority: When multiple contact methods are configured for a contact, calls are made in order of
priority. Value range: 0-99, default value is 1. Priority rule: The higher the number, the higher the
priority. If priorities are the same, calls are initiated simultaneously. Special value 0 explanation:In a
group call scenario, this number will not be called. However, when calling this contact individually, it
can still be reached normally.

2. After adding, click the icon on the device to enter the call page, click the icon to open the

contact list, and select the indoor monitor you want to call for quick calling.
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Contacts (111s)

© Edit Contacts

Select the contact you want to modify, and click on the Edit button behind it to enter the contact
editing interface.

Edit
Contact Name

stella

Mumber Type Mumber

g 192168163128

+ add a row of data

Note: The operation is similar to adding new contacts, so it will not be repeated here.
©  Delete Contacts

Select the contact you want to delete and click on the Delete button next to it to proceed with the
deletion.
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ZK =0 B (1 sk
|
€t Dashboard infercom / Contacts
2 User v Contacts
& Access v Contact Name: Group: Resel m
B Device »
+ Add o4
@ Communication v
Contact Mame GfOLIp Number Actions
B Reports v
Terminal 01 2467 T oelete
B Intarcam ¥ Incloar-Monitar 901 2459 Delate
Intercarn Switch ke e s [ P
BEEE 8aes 2452 m Dedete
Stella 126 192,166.163,128 m
15 of Sitems < [1]
13.9 System
. o
13.9.1 Device Maintenance

Click System > Device Maintenance to enter the device maintenance interface.

&
:

ZK =0
|

@ . wstem  Device Maintenance

Cammunication -

Device Maintenance

[ Reports -
Reboot dewice:
& inercom . [ setor |
Restore
& System - Factory Setting”
Date-Ared Time Plagse uphod
Language Setting Log Download: m
Data

Blometrics

Display Satting

Sound Satting

Dievice Maintenan..

Function Description

Function Name Description

Reboot device Click "OK" in the pop-up dialog box to restart the device.

Restore the device's communication settings, system settings, etc. to their
factory default settings. You can also check whether to Synchronize and clear
all data. You need to enter the current Web login password. Only when the

Restore Factory
Setting

Page |80 Copyright © 2026 ZKTECO CO., LTD. All rights reserved.



FaceTima 8 User Manual

passwords match can the factory reset operation be executed.

Select the upgrade file to perform the firmware upgrade operation on the
Device upgrade device. Note: If you need an upgrade file, please contact our technical support.
Under normal circumstances, firmware upgrade is not recommended.

Log Download Click Download allows you to download the device log for viewing.

13.9.2 Theme Style
Click Theme Style to enter the theme style setting interface. Users can set the display style of the main
interface according to their personal preferences.

Click on +Add to customize the theme style of the device by uploading wallpapers, logos, button icons,

etc.

Custom Textl

wisibility
(&)
[ _©
@
o«
(O]
[_®]

Custom Text2

Eutton1 L fon L Border

-
=

Button2 Call - L ken £L Border

Button3 Directory - L lcon £ Border

The upiceded wallpapes size must not exceed Sh49, and the joga, button ions, and borsers maest not excesd 10AH. Supported fomats

Inclucde PNG, 1PG, and IPEG.
o ]

13.9.3 About

Click About allows you to view relevant information such as the device's capacity, algorithm, version,
and more.
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About
About

Capacity Info

100,000 130,000 2/100,000
@ Sys /100,000 ‘ 43/2,000,000 t welty /5,000
Device Info
FaceTima 8 G t Access controd JBCS254200391
120 Sectaiad I t ZSM500 UG A e enaand ST
0 dev-keys 1.0.0.4

ZKTECO CO, LTE:

Algorithm varsion

ZKFinger V10,0 ! ZKFace Y5630

Firmware version

la: 3.8 | 16 | Var 2.0,38-20250130

m b

Other system settings and operation methods are similar to those of the device, and will not be
elaborated here. Please refer to Chapters 6, 9, and 11 for details.

Connect to ZKBio CVSecurity Software

Set the Communication Address

In the main menu, tap Network Settings > TCP/IP Settings to configure the device's IP
address and gateway.

Note: Please ensure that the IP address can communicate with the ZKBio CVSecurity server.

In the main menu, click Network Settings > Cloud Services Settings to set the server address
and server port.

Server Address: Set the IP address as of ZKBio CVSecurity server.

Server Port: Set the server port as of ZKBio CVSecurity.
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e TCP/IP Settings (118s)

Enable Ethernet

DHCP

IP Address

Subnet Mask

Default Gateway

DNS1

DNS2

Add Device on the Software

Add the device by searching. The process is as follows:

< Cloud Services Settings (118s)

Enable Domain Name

Server Address

SEerver Port

Enable Proxy Server

Open HTTRPS

Click Access > Device > Search, to open the Search interface in the software.

Click Search, and it will prompt Searching.

After searching, the list and total number of access controllers will be displayed.
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Gateway Add.

192 168.181 .70 2552552550 192188181

192 168.161.88 255:255.255.0 1021081641

@

Serial Nomber  Device Typs  Set Server Cperations
N e N This device has been added

B This devica has besn added

182 188.163 129 12 0C B0.5E FA A4 2552552550 102168 163 1 JSCS264200381 FaceTima & hips /192 168 “l.l e

Aad

192 168,163 129
Door Setting

Add to Lavel
Clear Data in the Device when Adding

A\ [Clear Data in the Device when Adding] will delete data in the device (excepl event

record), please ysa with caufion!

General

4. Click Add in operation column, a new window will pop-up. Select Icon type, Area, and Add to Level

from each dropdown and click OK to add the device.

5. After the addition is successful, the device will be displayed in the device list.

14.3 Add Personnel on the Software

1. Click Personnel > Person > New:
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Parsonned I0°

Fist Name

Gengel

Carfifiti Type

Birihday

Hre Data

Davica Verification Password
Biometrics Typa

APP Puah

Vided Intercom Sesting Personmet Detanl
() Superuses ‘o
Divice Cperalion Ficke. | dinary Liser
(7] Extand Paczaga |
|7 Access Disabled
‘Sat Vaid Time

Unselect Al

5
[ncmanen J|oc ][I

2. Fillin all the required fields and click OK to register a new user.

3. Click Access > Device > Control > Synchronize All Data to Devices to synchronize all the data to
the device including the new users.

14.4 Mobile Credential¥

After downloading and installing the ZKBio Zexus Mobile App, the user needs to set the Server before
login. The steps are given below:

1. In ZKBio CVSecurity, click System > System Management > Parameters, set Enable QR Code to
"Yes”, and select the QR Code Type as Dynamic, the valid time of the QR code can be set.
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(JZKBio CVSecurity i &

g.’j System Management =24 System [ System Management / Parameters

Operation Log
QR Code Setting

Data Management

Arsa Setiings Enable QR Code

E-mall Management Ne (&) Yes

Dictionary Management Qreode Type

) Static (s Dynamic

Data Cleaning

Resource File Enciyption Mode

% MuodeA (| ModeE

Cloud Settings

Ceriificate Type

Print Template &

System Monitoring ET Secona30-300)

Message Notification

careful, fraquent switch may lead

2. Click Personnel > Personnel > Person, select the personnel and click More > Enable APP Login.

[JZKBio CVSecurity = = 088 6 -
& Parsonsel - Farscanet ! Persannal i Farsss
Cesanman Kare Prrtonne 1 Name: s QB 2
Oeparament
& &t GHRetesh 5 New  TsPercaneiAgjusiments - @ Delete - 1 ot -k bmport - 8
eition
B Degarmant Hama($) Faiseansd ID First Name Lagt Nama Degartment Nama Cand Numbar  ® SEms App Lagin Enabi. Creata Tine Ogaralions
Dmizsnd Barsennal P
1_:_155: Desartment Nama sl e S e 206413616173 £ W
Panding Rustaw
8 view Face Frture =
Custom Atrbutes 1 Dezariment Mame L] EHEEIRIREE ST A |
o Enitie
List Libeaty 2 Degartment Name 5 @ zozs-1-20 1043 £ B
La it 19000438 Degartment Names 2W4nTI0eT e ELELSIRT SERE ATT 48 - |
100004361 Degariment Name 15186387 5 D4R ADD Logn L] FLH TR RERTS I - |
P Qagartment Name 06! Eniracting Fatial Tampincs ® FSERTRTRTTTSPR |
B Symchanice parsanel sih ATV
210574 Deeartment Nama © ELEERTRTREATEE A |

3. Open the App on the Smartphone. On the login screen, select the role-Personnel, enter the
account information, and click Login.
Organization Name: Scan the organization code you get before. (Enter System > System
Management >Cloud Setting >APP enterprise QR Code)
Account & Password: The personnel ID & password (default: 123456).
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({JZKBio CVSecurity
&"; System Management w

Oiparation Log

Data Management
Area Settings

E-mail Management
Dictionary Managemant
Data Cleaning
Resource File

Cloud Setfings
Cerificate Type
Frint Template
System Manitoring
Message Notification
FParamatars

PING

@ Authority Management >
@ Communication Mana_.. >

£\ Third Party Integration >

#®

& 1170562

System | System Mansgement | Cloud Setfings

Cloud Settings

Enable

) No (@ Yes

Is pushing event data to the cloud plattorm enabled

J No (& Yes

ZKBio CVConnect Server Url

httpu127.0.0.1:6001

Click Application Center > Mobile Credential on the App, and a QR code will appear, which

includes employee ID and card number information.
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Application Center

e Depariment Name

testtest

My Application

s Video Call

5. The QR code can replace a physical card on a specific device to achieve contactless authentication
to open the door.

6. The QR code refreshes automatically for every 30s and supports manual refresh.

Note: For other specific operations, please refer to ZKBio CVSecurity User Manual.
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SIP Video Intercom

On the device's main menu interface, click Intercom Settings > SIP Server Configuration, and
enable/disable SIP Register as needed.

SIP Register disabled: Suitable for standalone LAN-based intercom scenarios, where registration with
a SIP server is not required.

SIP Register enabled: LAN calling is still possible; this setting only affects the online status registration
and authentication of the SIP account.

Local Area Network Use

Ensure network connectivity between the device and the indoor station (i.e., they are on the same
router or reachable). It is not mandatory for them to be on the same subnet.

To enable the video intercom function, click the icon on the device and enter the IP address of

the indoor monitor in the provided interface.

Call (116s)

192.168.163.128

192.168.163.128

Calling
00:02
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15.1.1 Call by Room Number / Contacts

1. On the device WebServer, click Intercom > Contacts > +Add to enter the adding contacts
interface, input the relevant information of the indoor monitor, and then click OK.

Add

Contact Name

Stella

Numbser Type Mumber

Ip 192.168,163.128

+ add asow of data

Contact Name: Enter the name of the contact.
Group: Enter the group name.

Number Type: Select as Ip.

Number: Enter the IP address of the indoor monitor.

Priority: When multiple contact methods are configured for a contact, calls are made in order of
priority. Value range: 0-99, default value is 1. Priority rule: The higher the number, the higher the
priority. If priorities are the same, calls are initiated simultaneously. Special value 0 explanation: In a
group call scenario, this number will not be called. However, when calling this contact individually, it
can still be reached normally.
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After addition, click the icon on the device to enter the call page, then you can directly enter

. . AH. .
the Room Number (i.e. Group Name) or click the Il icon to open the contacts, select the indoor

monitor you want to call.

Call (119s)

Contacts (119s)

128

128

Calling
00:02

Call Admin

On the device WebServer, click Butler Setting to enter the butler setting interface. Input the
butler's number (this number must have been added to the contacts), and then click Save.

Butler setting
2 User v Butler setting

& Access ¥ Butler's number: 8886

Butler setting

After the setting is complete, click the icon on the device to enter the call page, and directly

click the icon to make a one-click call to the administrator.
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call (117s)

Please Enter The Room Number

SIP Server

In this mode, please make sure that the SIP Server of the device is enabled.

< SIP Server Configuration (113s)

aral
SIP Register
Domain
MName
Password

Display Mame

Network

Transport Protocol

Connection Test

This function needs to be used with the ZKBio CVSecurity server, ZKBio Zexus Mobile App, indoor
monitor and PC Client BioTalk Pro.

SIP Server Configuration

1. On the ZKBio CVSecurity software, click System > System Management > Cloud Settings to
enable the Cloud SIP service.

2. (Click ZKBio CVConnect Client to download and install it.
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(1JZKBio CVSecurity

Q System Management ~

Operation Log

Data Management
Area Settings

E-mail Management
Dictionary Management
Data Cleaning

Resource File

Certificate Type

Print Template
System Monitoring
Message Motification
Parameters

PING

@ Authority Management >
@ Communication Mana... >

& Third Party Integration >

Note:

*®

System / System Management / Cloud Settings

Cloud Settings

Enabh SO 2

No (e Yas

Is pushing event data to the cloud platform enabled

e No Yes

ZKBio CVConnect Server Url

hitp://127.0.0.1:6001

ZKBio CVConnect Client | 3
APF enterprise QR code
ElA eI

1)  Ensure the ZKBio CVConnect client is installed if Cloud SIP is activated.
2) After cloud SIP is enabled, the device network needs to be able to connect to the external network before

it can be used.

» ZKBio CVConnect Client Activation Steps

Step 1: Double-click the desktop shortcut key. Jump to browser page.

[V GO G

Welcome to ZKBio CVConnect Service, the journey to the cloud is so easy

For first-time use, you need to complete the ZKBio CVConnect activation

Gseconds to automatically jump to the activation page

1f the jump fails, go manually, Manually jump
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Step 2: Follow the steps on the page to complete activation.
1. Select Area

ZKBio CVConnect Activation

an EKTece MinervaloT platform, Acthating ZKSk CVConnect requires rgistering as a MinenaloT user and creating a company. Dne doud accoint can bind multipie ZKBle CWConnect services; but one company can only bind one
0 Plegse select area
* Local Application: B CVSecuty
Endpoint:  fitpe192.165 161855008
| e |

Area: Select the area of the cloud server, currently only China, Singapore and America are available,
other areas will be added later.

Local Application: Set as ZKBio CVSecurity.

EndPoint: The server address of your local application. For example, if your local application is
ZKBio CVSecurity with a server address of https://192.168.163.86:8098, enter this server address

here so that ZKBio CVConnect can correctly forward the data from your local server for access by
the Mobile APP.

2. Bind ZKBio CVConnect Account

ZKBio CVConnect Activation

{ on ZKTeco MineralaT platfarm. Activating ZKBio CViannect requires registering as & MinervaleT user and creating a company. One cloud account can bind multiple ZKBic CWCannect sendces, but one company can anly bind
et .

/| Please select area o Bind ZKBio CWConnect account

M 2ccount yet, pleass click

= Userame: | poy zam

+ Password

If you already have a Minerva loT account, you can use it and log in; otherwise click on Register, then
jump to Minerva loT registration page and register your account.
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FORUM siGNIN | @

Minerva loT

. FIHET NAME

i LAST NAME
An OAuth2 server for authorization o
EMAIL
CONTACT
[
FASSWORD
CONFIRM PASSWORD o

Already have an account? Sign in

TERMS & COMDITIONS

BRIMACY POLICY

3. Select Company

Hybrid Cloud Activation
Acthaation cods actiation =

ZKEio Hybrid is & service based on ZKTaco MinervaloT plattorm. Activating Hybrid Cloud requiras registering as a MinervalaT user and creating a company. One cloud account can bind multipls Hyorid Cloud services, but ane company
can anty bind one set of Hybrid Coud senvices,

|+ | Please select area |~ | Bind Hykrid Cloud account - ° Select company Activation waiting
[isa naw compary
+Salect company:  Company-ZK-Popy-test

Previous Newt

If you don't currently have a company, you can choose to create one by clicking Use New Company.

Hybrid Cloud Activation
Activation code activation » >

ZKBio Hybrid is a service based on ZKTeco MinervalaT platform. Activating Hybeid Cloud requires registering as a MinenaloT user and creating a company. One cloud account can bind multiple Hybrid Cloud services; but one company
can only bind one set of Hybeid Coud servces

[+ | Please select area () Bind Hybrid Cloud account - = o Select company Activ,

= Country:  United Arab Emirates

“ Mame:  Popy-test-company-1

d Code: | 1234567

Previous

Start Activating and wait for 1-2 minutes until the Activation completely.

Page |95 Copyright © 2026 ZKTECO CO., LTD. All rights reserved.



FaceTima 8 User Manual

Hybrid Cloud Activation
Activation code activation >

ZKBia Hybrid is a service based on ZKTeco MinervalaT platform. Activating Hybrid Cloud requires registering as a MinenvaloT user and creating a company, One cloud account can bind mwltiple Hybrid Cloud services, but one company
«can only bind ane st of Hybrid Cloud services.

(/) Please select area [/ ) Bind Hybrid Cloud account | /| Sslect company o Activation waiting

-

Activating

@

The specific installation and activation steps of the ZKBio CVConnect client can refer to ZKBio Zexus
Mobile App User Manual.

15.2.2 Add Device

1. Add the device to the Access Module of the software. Then the device will be automatically
synchronized to the Video Intercom module. (The adding method can refer to 14 Connect to
ZKBio CVSecurity Software)

(JZKBio CVSecurity  #: #

= HBasic Managemant 3 Videa Intercom | Device Mansgement | Device

@ Oavice M & W Device Mame IF Address | DeviesType —— = M- Q B o2

T Retresh ¥ New B Deiete I Export @ Control - @ 8etup - B view ) Got -
Cevice Name Status Device Typs  Afea Name 1P Address Communic,.. ExternalN.,  Bullding Name  Device Number  Firmware Vers,..  Operalions
182168163420 Owine Docr Stafion  proma 102.168 163 120 £ | &

2. Click Video Intercom > Device Management > Device > New to add the indoor monitor.

New

[ Ingoor Maneor
|owr -

132 188 163 10
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JZK

Device Name: Enter the name of the indoor monitor.

Device Code: Set as DNK.

IP Address: Enter the IP address of the indoor monitor.

Communication Port: 80 by default.

Administrator Password: 123456 by default.

Device Type: Set as Indoor Station.

Area/ Building Name/Unit Name: Select from the drop-down list.

Room Number: Customize the number of the indoor monitor.

Sync Code: Can be customized by the user. (It is used when a resident has multiple indoor
monitors. The indoor monitors which have the same Sync Code will be called at the same time.)
Device Number: The setting range is 0-9. For example, if there is only one indoor monitor in the
room, the device number will be 0. If there are two units, one will be 0 and the other will be 1, and

SO on.

After the addition is successful, the indoor monitor will be displayed in the device list.

CVSecurity = ® D8 60 xm-
Basic Management 5 Videw Irtarcom | Davies Managomant / Dovice
FR— . Do Hams IF Adireas Davoe Type — - Meres QB O£
TiRerresn ZEwew @ Deete 1 Expont B Contren @ setup & view ' Ga
Device Nama Status Davice Troe Areg Name P Address Communic... External N Building Name Device Kumber Firmwere Vers... Operations
Inoor IAenitar Indoer Station Args Nams 102.168.763.130 £0 Duiault Building @ gtz e 2 0 B
192 168 16% 125 DOOCStanoN  Area Name 192165, 163.120 £ 0 B

Create Extension Numbers

Click Video Intercom > Extension Management > Extension Number > New to create extension

numbers.
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Name® (%)

Extension Number” (2]
Voice Mail 7
Regislerad Terminal Count™ () 1

Incoming Call Number (7
Direct Dialing Address (7) Foraxampie: 10.8. xx

¢ Name: Customize the extension name. If it is a residential scene, the name can be set to the room
number; if it is an office scene, the name can be set to the work number and name information.

* Extension Type: SIP by default.

¢  Extension number: Customize the extension number; for example, the number of Room 401, Unit
2, Building 1 can be defined as 12401 for quick internal identification.

¢  Extension Password: User's SIP account password, which can be used to request account
registration from the SIP service.

* Registered Terminal Count: The maximum number of terminals that a user can register to the
same number. When the number of concurrent registrations is 1, it means that new registrations
are allowed to preempt the registration address. When the number of concurrent registrations is 2
or more, new registrations will be automatically blocked once the number of registrations reaches
the limit.

After the user creates the extension number, the system will automatically generate a SIP account. For
example, assuming the user has created the extension number 12901, the system automatically
generates the SIP account as 2510, so the SIP Username used on the terminal is 2510.

Note:

The SIP Account column is hidden by default. You can right-click the row which Operations is in and
check the SIP Account to display it.
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[DZKBio CVSecurity == = 008 @ wm-
B Basic Management 3 Widoo Intevsem | Exiession Mgnsgenant | Extession Numbes:

3 Deice 5 Nan Extangion Numer SiF Azceunt o B o

o Exmnsion Mansgesant CiRetesn Fwew B Demte I Espont & impot - @ Synchmnize Create 55 Accoant "

Mame Extension Wember | SIF Actount Ogarstions -
= = Hem
ExenidonAsdirment o - =_ % £ W 5 Extareion Mamser

TF Atcourt

Contact Lisl Fndosr Monitar 23903 S2E £ |
Veica Itaraction ke FHTH 2511 £ W
= Tarminal 1mat IS0 £ m
=] e m
4 = o= - A |
oo — = o= £

15.2.4 Contact List

If you need to enable different devices or personnel to view a limited number of contacts, you can

configure the contact list.

1. Click Extension Management > Contact List > New to create a contact list.

Comeananew J o G

=

2. Click the icon to add extension numbers to the contact list. During the process of adding

extension numbers, you can define a short number for the extension on the right, for example, if
the number for Room 1101 is defined as 101. After defining and synchronizing the short number to
the device, the device can then dial the short number 101 to call that room.
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#dd Externsion
A\ Forresitonbal stenarics, I i ecommsnded o el lbe shot mumser 2y buiing=unib-roon mame (e g 010101
Extansion Numbar MHarme QB ¢

Aflemative Salecled(3)
| Estension Number Name | Extenzion Nomber Name

847 947 12903 Indoor Manitor

12345673 12345578 12902 Mikg

12901 Tarminal

50 rows per page =

Note:

If you add an extension number to the contact list without editing the short number, and you wish to
edit it later, you will need to delete the extension number from that contacts and then edit it when re-
adding or delete it and use the import function afterward.

15.2.5 Assignment of Extension Numbers and SIP Accounts

The extension number or SIP account can be assigned to personnel, devices or system users. After
allocation, personnel and users' APP will be able to directly use video intercom for communication. The
device can also be used directly without manual additional configuration.

Click Extension Management > Extension Assignment > Extension Assignment, select the Terminal
Type.
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Termnal Type™

Personnel ID°
Extension Sumber®
Authorized Confacts 7

¢ Device Account Assignment

1. Select the Terminal Type as Device.

2. Select the device need to be bound (device or indoor monitor) and the extension number. The
account information will be automatically synchronized to the device. Select the Authorized
Contacts to assign the contact list to the device; only after the assignment can the device call room
numbers/short numbers or make calls through the contact list search.

Note: The indoor monitor does not support the synchronization of contact list for the time being.

Extension Assignment b 4
Terminal Type™ Device - |
Device Name”™ 192.168.163.129 |
Extension Number” 12901 i
Authorized Contacts () aaaaa - |

3. After successful assignment, the icon 1 will be displayed in the upper right corner of the device,

indicates that the device is connected to the server. User can also click Intercom Settings > SIP
Server Configuration to see that SIP server and account information have been automatically
written, as shown in the following figure.
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« SIP Server Configuration (114s)

Domain

Name

Password

Display Name

ok

Transport Protocol

Connection Test

Personnel Account Assignment (ZKBio Zexus App)

Select the Terminal Type as Personnel.

Select the person to be assigned an account and the extension number. Select the Authorized
Contacts to assign the contact list to the individual, and after the assignment, the individual can
view the contacts in the contact list upon logging into the ZKBio Zexus App.

Extension Assignment *
Terminal Type® Personnel -
Personnel 107 1170562
Extension Mumber® 12902
Authorized Contacts adaaa -

%] b

Cancel

Note:

1)  Before assign account to the personnel, you need first add personnel in ZKBio CVSecurity. The
adding method can refer to 14 Connect to ZKBio CVSecurity Software.

2) The personnel need to enable APP Login. (Click Personnel > Personnel > Person > More >
Enable APP Login.) Once a person has enabled APP login, they can directly access the Video

Intercom feature upon logging into the App.
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[[ZKBio CVsecurity = =8 08 8 O -
& Persommel »  Parscanel ! Personnal ¢ Farsoe
_ s e Perssra D e wser O B @
Oeparament
2l o CiRetezh T New Ty Parscaned Agjustments - @ Delete - I Ewport =k bmpont -
Fasition
19 Digarmant Hamai%) Fatsennd 1D First Nama Laut Nama Dogartment Nana Cadd Numbar O S1esics App Legin Enabi Creats Thie Dedralions
Dmizsnd Barsennal o
@“mﬁ& Ousartment Name S Rata EA Ry L] w0 iaiTa £ W
Panding Rustaw
8 view Face Future
Cumlom Atebutes 1 Dagartmant Hame — 2 EHEEIRIREE ST A |
Lk Libaaty z Desartment Name & L zozs-u-2p 104338 £ B
et
Paramatars 1000043 = Degartment Nams arainTIngT a USRS TRE ATI - : |
1D0BDS36] Degarimen! Name IH5SIARIET 1 Dese AD Logn L] EUEE R R ERTVE T I - |
AEBRELE Ougartment Name 06! Eniracting Fatial Tampincs e ARG £ W
T0sTe B Symchanice parsanel sih ATV
3 Deeartment Nama [ FLEERTRTREACEER A |

3) User can click the icon at the right top corner of the ZKBio CVSecurity interface to scan the QR
code to install the ZKBio Zexus App.

(ZKBio CVSecurity = 8

=.. Personnel v Fersonnel / Fersonnel / Person
Person Department Name Perzonnel ID . N
Depanmeant
A O Refresh =+ New  Bg Personnel Adj i}
Position Android
B Department Name(1) Personnel 1D First Name Last Name Depariment Name

Dismissed Personnel

3. After successful assignment, the personnel can login to the App. Select the role-Personnel, enter
the account information, and click Login.

fesites)

& 1170562

Lagin

Organization Name: Scan the organization code you get before. (Go to ZKBio CVSecurity web,
enter System > System Management >Cloud Setting >APP enterprise QR Code, or go to ZKBio
CVConnect client, scan the ZKBio CVConnect Client Information QR Code.)
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)ZKBio CVSecurity i
System Management i System | System Mansgement [ Cloud Setfings
Oiparation Log

Cloud Settings

Data Management

Area Settings Enable

E-mail Management Mo e

Dictionary Managemant
Is pushing event data to the cloud platform enabled
Data Cleaning “ Mo E Yes

Resource File
ZKBio CVConnect Server Url

httpu1427.0.0.1:6001

Cerificate Type
A ™

Print Template i 8. pla e RN il

System Monitoring
ZKBio CVConnact Client

Message Notification

Paramaters

PING

@ Authority Management >
@ Communication Mana__. >

ﬂ Third Party Integration  »

ZKBic CVConnect 1d Company name Company 1d
testtect
Account Company code App legin code
rull
Status Sarver node ersion
. 12E-0 o

Account & Password: The personnel ID & password (default: 123456).

Click Application Center > Video Call to enter the video call application, and the status will be
displayed as Connected. If the person has not assigned an extension number, entering the
application will prompt "you have not assigned an extension number, please contact the

r'q’-\
administrator". Then you can directly enter the extension number of the device or click the tL

icon to search for the device and call it.
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Application Center ‘\

® Connected 3 ENp

Al

L]

661

2 3
2 .
0 9
0

System User Account Assignment (ZKBio Zexus App)

Select the Terminal Type as System Users.

& Connecied

Select the system user to be assigned an account and the extension number. Select the Authorized

Contacts to assign the contact list to the admin, and after the assignment, the admin can view the

contacts in the contact list upon logging into the ZKBio Zexus App.

Terminal Type®
sermame”
Extension Mumber”

Authorized Contacts

Extension Assignment

System Users
admin

ae88

dddag

Cancel

After successful assignment, the admin can login to the App. Select the role-Administrator, enter

the account information, and click Login.

Organization Name: Scan the organization code you get before.

Account & Password: The administrator account; Same account & password as ZKBio CVSecurity.
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nx lestiest

t A admin

| have read and ages

Click Application Center > Video Call to enter the video call application, and the status will be
displayed as Connected. Then you can directly enter the extension number of the device or click

the @ icon to search for the device and call it.

Application Center a) & Connected = D . @ Connacted
All Migsed ¥ 4
: At Per
661 20250114 1504:30
661 202501414 150413 T
192168163120 °
Pessoiel " 661 WS04 1503:22
Hegistration
Aecess Control 1 2 3
QQ 0 0O a 5 6
Femote Cantrdl Lockdown  Access Records
7 8 9
Vicleo intercorm
* 0 #
Viden Call?
e g amm 1
o e &

The App complete operation steps please refer to the ZKBio Zexus Mobile App User Manual.

15.2.6 PC Client Functionality

To use the BioTalk Pro PC client, please contact the appropriate person for an installation package.
Operation Guide

Step 1: Configure the SIP account: Click USE A SIP ACCOUNT button.
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) BiaTalk Pra

No account configured

BEEA e

WELCOME

Step 2: Fill in the SIP account information in order and click USE.

=) BiaTalk Pra

No account configured

DEE e

USE A SIP ACCOUNT
Usemame [ésplay name {optional)
Bl 322606
SIP Doman
zktecoiot.com

Password

Transport

Username: Enter the SIP account. (Note: You need to create a new SIP account for the PC client in

ZKBio CVSecurity, then you can use the account to login to the PC client.)

Display Name: It is the extension number.

SIP Domain: The SIP Server Domain. (Go to ZKBio CVConnect client, click Application > Innosip >

Enter, the EndPoint address is “https://innosip.zktecoiot.com”. Then 'zktecoiot.com' is the actual

SIP server domain you need to enter on the PC Client.)
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Application

Apphd Authentication Typse

Minarva duth

Password: The extension password of the SIP account for PC client.
Transport: Transportation Protocol, TLS by default.

Wait 1 minute until the status shows Connected, as shown below:

‘| BioTalk Pro

o 322606
@ sipebbd@zktecoiot.com

Note: In the Cloud SIP mode, if dialing is required, the PC Client should dial directly to the target SIP
account. For example, if the extension number created on ZKBio CVSecurity is 322603, the
corresponding generated SIP account is 661, then the PC Client should dial 661 when making a call.
Therefore, it is recommended to directly create a contact in the address book with the number 661.

At this point you can start to use it normally, the PC client, the device and the App can call and answer
each other.

When the PC Client receives a call, a window alert will pop up in the lower right corner of the desktop.

Clickthe " icon to accept it.

Lo @ 322603
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User can open the door by clicking on the keypad and entering the DTMF value of the device, e.g. the
default value of ZKTeco device is 1, so you can click on 1 at the keypad.

015

sipB61 @zktecowot.com

15.2.7 Make a Call

Two-way calls can be made between the device, indoor monitor, ZKBio Zexus App, and PC client
(BioTalk Pro).

¢ Device Calling

Click the icon on the device and enter the Number of the indoor monitor/personnel in the pop-up

. . . AH.
interface of the device. Or click the I. icon on the call page to open the contacts and search for the

indoor monitor/personnel to call.
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Call (119s) Contacts (116s)

Indoor-Manitor

903

Calling
00:01

Phone Calling

Login to the ZKBio Zexus App, click Application Center > Video Call to enter the video call application,
ECh

Then you can directly enter the extension number or click the £¥ icon to search for the one you want

to call.
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Application Center ® Connected

= Connected 3 y i
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661
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* Indoor Monitor Calling

Click the Dial icon, then enter the SIP Account to make a call.

Note: The indoor monitor is not supported the assignment of the contact list in ZKBio CVSecurity.

¢ PCClient (BioTalk Pro) Calling

Open the BioTalk Pro client, click the keypad and enter the the SIP Account to make a call.

] BioTalk Pro - O pd

2 322606

sip:ed@zktecoiot.com tact, start aca | b+

BEA o6

WELCOME

This assistant will help you configure and use your sip account
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User can click the E icon > Add Contact to add the contact list manually.

| BioTalk Pro

& 322606
@ sip:bhdizktecniot.com
E Contacts
E 1

o » [
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Appendix 1

Requirements of Live Collection and Registration of Visible Light

Face Templates

It is recommended to perform registration in an indoor environment with proper lighting to
avoid underexposure or overexposure.

Do not place the device towards outdoor light sources like door or window or other harsh light
sources.

Dark-color apparels, different from the background color is recommended for registration.
Please expose your face template and forehead properly and do not cover your face template
and eyebrows with your hair.

It is recommended to show a plain facial expression. (A smile is acceptable, but do not close
your eyes, or incline your head to any orientation).

Two templates are required for a person with eyeglasses, one template with eyeglasses and the
other without the eyeglasses.

Do not wear accessories like a scarf or mask that may cover your mouth or chin.

Please face template right towards the capturing device and locate your face template in the
template capturing area as shown in the template below.

Do not include more than one face template in the capturing area.

A distance of 50cm to 80cm is recommended for capturing the template. (The distance is

adjustable, subject to body height).

Enroll face
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Requirements for Visible Light Digital Face Template Data

The digital photo should be straight-edged, colored, half-portrayed with only one person, and the person
should be uncharted and in casuals. Persons who wear eyeglasses should remain to put on eyeglasses for
getting photo captured.

Eye distance

200 pixels or above are recommended with no less than 115 pixels of distance.
Facial expression

Neutral face template or smile with eyes naturally open are recommended.
Gesture and angel

Horizontal rotating angle should not exceed +10°, elevation should not exceed +10°, and depression
angle should not exceed £10°.

Accessories

Masks or colored eyeglasses are not allowed. The frame of the eyeglasses should not cover eyes and
should not reflect light. For persons with thick eyeglasses frame, it is recommended to capture two
templates, one with eyeglasses and the other one without the eyeglasses.

Face template

Complete face template with clear contour, real scale, evenly distributed light, and no shadow.
Template format

Should be in BMP, JPG or JPEG.
Data requirement

Should comply with the following requirements:

White background with dark-colored apparel.

24bit true color mode.

JPG format compressed template with not more than 20kb size.

Resolution should be between 358 x 441 to 1080 x 1920.

The vertical scale of head and body should be in a ratio of 2:1.

The photo should include the captured person’s shoulders at the same horizontal level.
The captured person’s eyes should be open and with clearly seen iris.

Neutral face template or smile is preferred, showing teeth is not preferred.

The captured person should be clearly visible, natural in color, no harsh shadow or light spot or
reflection in face template or background. The contrast and lightness level should be

appropriate.

Page |114 Copyright © 2026 ZKTECO CO., LTD. All rights reserved.



FaceTima 8

User Manual

Appendix 2

Privacy Policy

Notice:

To help you better use the products and services of ZKTeco (hereinafter referred as "we", "our", or "us")

a smart service provider, we consistently collect your personal information. Since we understand the

importance of your personal information, we took your privacy sincerely and we have formulated this

privacy policy to protect your personal information. We have listed the privacy policies below to

precisely understand the data and privacy protection measures related to our smart products and

services.

Before using our products and services, please read carefully and understand all the rules and

provisions of this Privacy Policy. If you do not agree to the relevant agreement or any of its terms,

you must stop using our products and services.

I. Collected Information

To ensure the normal product operation and help the service improvement, we will collect the

information voluntarily provided by you or provided as authorized by you during registration

and use or generated as a result of your use of services.

User Registration Information: At your first registration, the feature template
(Fingerprint template/Face template template/Palm template) will be saved on the
device according to the device type you have selected to verify the unique similarity
between you and the User ID you have registered. You can optionally enter your Name
and Code. The above information is necessary for you to use our products. If you do not
provide such information, you cannot use some features of the product regularly.

Product information: According to the product model and your granted permission
when you install and use our services, the related information of the product on which our
services are used will be collected when the product is connected to the software,
including the Product Model, Firmware Version Number, Product Serial Number, and
Product Capacity Information. When you connect your product to the software, please
carefully read the privacy policy for the specific software.

Il. Product Security and Management
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When you use our products for the first time, you shall set the Administrator privilege
before performing specific operations. Otherwise, you will be frequently reminded to set
the Administrator privilege when you enter the main menu interface. If you still do not
set the Administrator privilege after receiving the system prompt, you should be
aware of the possible security risk (for example, the data may be manually
modified).
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2. All the functions of displaying the biometric information are disabled in our products by
default. You can choose Menu > System Settings to set whether to display the biometric
information. If you enable these functions, we assume that you are aware of the personal
privacy security risks specified in the privacy policy.

3. Only your user ID is displayed by default. You can set whether to display other user
verification information (such as Name, Department, Photo, etc.) under the Administrator
privilege. If you choose to display such information, we assume that you are aware of
the potential security risks (for example, your photo will be displayed on the device
interface).

4. The camera function is disabled in our products by default. If you want to enable this
function to take pictures of yourself for attendance recording or take pictures of strangers
for access control, the product will enable the prompt tone of the camera. Once you
enable this function, we assume that you are aware of the potential security risks.

5. All the data collected by our products is encrypted using the AES 256 algorithm. All the
data uploaded by the Administrator to our products are automatically encrypted using
the AES 256 algorithm and stored securely. If the Administrator downloads data from our
products, we assume that you need to process the data, and you have known the
potential security risk. In such a case, you shall take the responsibility for storing the data.
You shall know that some data cannot be downloaded for sake of data security.

6. All the personal information in our products can be queried, modified, or deleted. If you
no longer use our products, please clear your personal data.

lll. How we handle personal information of minors

Our products, website and services are mainly designed for adults. Without consent of parents or
guardians, minors shall not create their own account. If you are a minor, it is recommended that
you ask your parents or guardian to read this Policy carefully, and only use our services or
information provided by us with consent of your parents or guardian.

We will only use or disclose personal information of minors collected with their parents' or
guardians' consent if and to the extent that such use or disclosure is permitted by law or we have
obtained their parents' or guardians' explicit consent, and such use or disclosure is for the purpose
of protecting minors.

Upon noticing that we have collected personal information of minors without the prior consent
from verifiable parents, we will delete such information as soon as possible.

IV.Others

You can visit https://www.zkteco.com/cn/index/Index/privacy protection.html to learn more

about how we collect, use, and securely store your personal information. To keep pace with the
rapid development of technology, adjustment of business operations, and to cope with customer
needs, we will constantly deliberate and optimize our privacy protection measures and policies.
Welcome to visit our official website at any time to learn our latest privacy policy.
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Eco-friendly Operation

f‘m}- The product's "eco-friendly operational period" refers to the time during which this
=" product will not discharge any toxic or hazardous substances when used in accordance
with the prerequisites in this manual.
The eco-friendly operational period specified for this product does not include batteries or
other components that are easily worn down and must be periodically replaced. The
battery's eco-friendly operational period is 5 years.
Hazardous or Toxic substances and their quantities
Hazardous/Toxic Substance/Element
Component Mercur Cadmiu Hexavalent | Polybrominate | Polybrominated
Name Lead (Pb) (Ha) y m (Cd) chromium d Biphenyls Diphenyl Ethers
9 (Cr6+) (PBB) (PBDE)
Chip Resistor X U] U] L] ] [
Chip Capacitor X U] L] U] ] [
Chip Inductor X (] ] ] L] U]
Diode X L] [ ] ] [
ESD
X (] [ [ [ [
component
Buzzer X O] L] Il [ [
Adapter X ] l Il [ [
Screws L] L] [ X (] [
This table is prepared in accordance with the provisions of SJ/T 11364.
[] indicates that the total amount of toxic content in all the homogeneous materials is below the
limit as specified in GB/T 26572.
X indicates that the total amount of toxic content in all the homogeneous materials exceeds the limit
as specified in GB/T 26572.
Note: 80% of this product’s components are manufactured using non-toxic and eco-friendly
materials. The components which contain toxins or harmful elements are included due to the
current economic or technical limitations which prevent their replacement with non-toxic materials
or elements.
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ZKTeco Industrial Park, No. 32, Industrial Road,
Tangxia Town, Dongguan, China.

Phone :+86 769 -82109991

Fax :+86 755 - 89602394

www.zkteco.com
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