


About This Manual

This manual introduces the interface and menu operations of the black-and-white screen series
products. For the product installation, see related installation guide.

Our products are subject to update from time to time, so our company will neither make a
commitment to guarantee the consistency between the actual products and this document,
nor assume any responsibility for any dispute arising out of the discrepancy between the actual
technical parameters and this manual. This document is subject to change without prior notice.
The functions marked with C in this manual are optional for some B&W screen series FRTs.
Please refer to the actual product for the specific function description.

Picture descriptions in this manual may vary slightly from actual product. Please refer to the
actual product for exact descriptions.

FRT and FRTs in this manual that means fingerprint terminal (or fingerprint device / machine).

Reserves the final rights to change and interpret by our company.
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1. Instruction for Use

Thank you for using our black-and-white (B&W) screen series fingerprint recognition terminal (FRT).
Please read this manual carefully before using this product for a comprehensive understanding so as
to avoid causing unnecessary damages to the product.

Protect the FRT from exposure to direct sunlight or strong beam as strong beam greatly affects the
fingerprint collection and leads to fingerprint verification failure.

Avoid using the FRT outdoors in summer. The working temperature of B&W screen series ranges from
0-40 C. The heat dissipated during long-term operation may easily lead to response slowdown and
verification pass rate decrease. It is recommended to use sunshades and heat sink devices for
protection of the FRTs outdoors. We recommend you to use the FRT properly so as to achieve the
optimal recognition effect and verification speed.

1. Recommended fingers

Recommended fingers: The index finger, middle finger or the ring finger; the thumb and little finger
are not recommended (because they are usually clumsy on the fingerprint collection screen).

2. Finger Placement
1) Correct finger placement:

Place the finger to the centre of the sensor and keep flat.

2" Incorrect finger placement:

Not flat to the surface Off-center
Slanting Off-center

PR

Please enroll and verify your fingerprints by using the proper finger placement mode to avoid
degradation of verification performance due to improper operations.

3. LED Colors and Their Meanings

B&W screen FRT works normally: The green LED blinks once every other second.
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Verification fails: The red LED is solid on for 3 seconds.

Verification succeeds: The green LED is solid on for 3 seconds.

Note:

If the LED display is inconsistent with the above conditions, please contact our technical personnel.

4. About This Manual

Our products are subject to update from time to time, so our company will neither make a
commitment to guarantee the consistency between the actual products and this document,
nor assume any responsibility for any dispute arising out of the discrepancy between the actual
technical parameters and this manual. This document is subject to change without prior notice.
The functions marked with C in this manual are optional for some B&W screen series FRTSs.
Please refer to the actual product for the specific function description.

Picture descriptions in this manual may vary slightly from actual product. Please refer to the
actual product for exact descriptions.

FRT and FRTs in this manual that means fingerprint terminal (or fingerprint device / machine).

Reserves the final rights to change and interpret by our company.
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2. Basic Concepts

This section introduces the definitions and descriptions of the following basic concepts:

U Userenrollment
U  User verification
U  Match threshold
U UserlD

U Authority class

The most important two functions supported by B&W screen series are user enrollment and
verification.

2.1User Enrollment

A user can enroll up to 10 different fingerprints using one ID number to have multiple verification
selections.

Theoretically all the fingers of a user need to be enrolled so that the user can use any of the enrolled
fingerprints for recognition even if he/she forgets which fingerprint has been enrolled.

Generally it is recommended that a user shall enroll at least two fingerprints, for example, the index
fingers of both hands, so that the user can still perform fingerprint matching even if one or more of
his/her fingers get cut or damaged.

2.2 User Verification

When a user scans his/her fingerprint on the fingerprint reader(1:N); or enters a password / placing
his/her finger after entering an ID number(1:1), the device compares the newly scanned fingerprint
with a fingerprint stored in template. The fingerprint template is used to check the user ID. Upon
verification, the system displays a prompt about whether the verification succeeds or not and then
stores the successful matching record in the device.

2.3Match Threshold

The match threshold is set to achieve a trade-off between the possibilities of false rejection and false
acceptance. The false acceptance means the fingerprint recognition device mistakes the fingerprint
of user A for that of user B, while the false rejection means the fingerprint recognition device refuses
to recognize an enrolled fingerprint.

You can set a match threshold for all users. For fingerprints that fail to pass the verification, you can
adopt the “ID + Fingerprint” verification mode (that is, 1:1 match) so that the system adopts the data
setin 1:1 match threshold when matching the fingerprints.

If a user’s fingers are severely worn out or damaged, lower the match threshold (see Table 2-1).

J Note: The false acceptance rate (FAR) and false rejection rate (FRR) mutually influence each other.
Reducing the FAR will increase the FRR, and vice versa. The default match threshold is 35 and the
default 1:1 match threshold is 15. Table 2-1 lists the settings of match thresholds in different
scenarios.
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Table 1-1 Match Threshold

Match threshold
FRR FAR ™ T
High Low 45 25
Medium Medium 35 15
Low High 25 10
2.4User ID

When enrolling fingerprints, a user will be allocated with an unused ID. When the user starts to verify
his/her identity, this ID is used to associate the fingerprint feature template or password.

You can enter the ID through the mini keyboard or other storage means, for example, the RF card
(the fingerprint recognition device must be configured with the RF card reader).

2.5 Authority Classes

The B&W screen series FRTs include four authority classes:

Users: refer to those who are required to verify their identity for a purpose, for example, opening
the door through the B&W screen FRT or keeping their entry/exit records.

Registrars: refer to the users who are granted the right to enroll or delete users.

Administrators: refer to the users who are granted the right to perform all operations except
performing advanced settings and enrolling administrators and super administrators.

Super administrators: refer to users who have access to all system functions and modify all
system settings.

Note: When the super administrators are not enrolled, the registrars can enroll the administrators
and super administrators. Similarly, the administrators can enroll super administrators in the absence
of super administrators. Once super administrators are enrolled, administrators of lower class cannot
enroll those of higher class.

2.6 Main Interface

The first interface displayed on the screen upon equipment power-on is referred to as the “Initial
Interface’, as shown in the following figure.

Welcome Sign-in_|
10:12
06-05-14 Tue

— 0 rSigi-offo
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3. Enrollment and Verification

This chapter introduces how to enroll users on the B&W screen series. Further, it describes how to
verify the validity of enrolled fingerprints.

This chapter includes the following parts:

Enroll users

Enroll backup fingerprints
Prompts for successful enrollment
Verify identity.

Administrator enrollment

Delete enrollment data

OO O O O O

Note:

To enroll a new user, you must have the authority of a registrar, administrator or super administrator.
For details, see 2.5Authority Classes.

4.1Enroll a User

If no administrator has been enrolled, any user has the right to enroll a new user. If an administrator
has already been enrolled, you can only enroll a new user after passing the administrator verification.

The RFT supports the following three enrollment modes that respectively apply to the general public
with three different types of fingerprint quality:

Fingerprint enrollment: This enrollment mode applies to the majority of the general public with
good quality fingerprints.

Fingerprint + Password enrollment: This enrollment mode applies to a small portion of the
general public who can enroll their fingerprints successfully but have difficulty in fingerprint
verification due to their poor fingerprint quality.

Password enrollment: This enrollment mode applies to about one percent (the actual number
may vary slightly) of the general public who are unable to enroll their fingerprints successfully.

If an administrator has already been enrolled, you need to verify the administrator identity by
pressing MENU. The system then prompts you to swipe your finger or enter a password for
administrator verification.

Note: If no administrator has been enrolled, administrator verification is not required.

4.2 Enroll a Fingerprint

1) Select Menu f  User Manage f User Enrollment to display the [User Enrollment] interface.
Select [Enroll FP] and press OK to display the [Enroll FP] interface.
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Enroll FP

UserlD: 00011
ESC OK

2) Input a number (from 1-65534) in the [User ID] field. Press OK for 3 seconds to display the fingerprint
enrollment interface.

New Enroll Note: The last digit
00011-0 ‘0" in "000011-0"
Place Finger... denotes the first
ESC fingerprint.

3) Place the same finger for three consecutive times on the fingerprint reader according to system
prompts. If the enrollment succeeds, the following information is displayed:

New Enroll
00011-0

ESC OK(Save)

4) Press OK to save the enrolled fingerprint. If the enrollment fails, the system will prompt you to
re-enter your user ID and restart the enrollment from Step 2.

\J Notes:w The FTP displays 5-digit numbers, and automatically adds 0 as prefix to the numbers
less than 5 digits. For example, if you input "11", the FRT will display "00011".

Y Enrollment number could only be input in order before, but now for technology
updating, you can freely enter the number with maximum to 65534.

§ For non-numeric key models, such as F6, you can use the "z " or "€ " key and the
"OK" button to input the enrollment number.

Operations: on the fingerprint enrollment interface f press "2 " or "¢ " key to
select the digit you want to enter, such as the "hundreds place" f  press "OK" button - press "z " or
"E "key to select the number you want to enter f press "OK" button, then move to the "ten place",
as the operation above f  press "OK" button for 3 seconds to confirm the enrollment.

3.2.1 Backup Enrollment

If you press ESC on the [New Enroll] interface, you can cancel the new enrollment and display the
[Backup Enroll] interface as shown in the following figure:

Backup Enroll Enroll FP
UserlD: 00009
New Enroll?
ESC OK ESC OK

The following steps of backup enroliment are the same with those of new enrollment, while the only
difference is the "New Enroll”on the top right corner changes into “Backup Enroll”
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Note: It is recommended that a long-term user should enroll at least two fingerprints.

3.2.2 Enroll a Password

1) Select Menu f User Manage f

User Enrollment to display the [User Enrollment] interface.

Select [Enroll Pwd] and press OK to display the [Enroll Pwd] interface.

2) Press OK to confirm and proceed.

Enroll Pwd
New Enroll?

ESC OK

New Enroll

UserlD: 00006
ESC OK

3) Input a number (from 1-2147483646) in the [User ID] field. Press OK to display the password input

interface.

New Enroll

Input Pwd *****
ESC OK

4) Input your password in the [Input Pwd] field and press OK to proceed.

5) Re-enter your password in the [Pwd

New Enroll

Input Pwd *****
Pwd Affirm *****

Affirm] field and press OK to confirm your entry and proceed.

New Enroll
00006-P

ESC OK(Save)

Note: The last digit “P”
in “00006-P" denotes
password.

5) Press OK to save the enrolled data and exit the password enrollment.
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3.2.3 Enroll Both Fingerprint and Password

1) Select Menu f  User Manage f User Enrollment to display the [User Enrollment] interface.
Select [FP&Pwd] and press OK to proceed.

2) Press OK to confirm and proceed.

3) Input a number (from 1-65534) in the [User ID] field. Press OK to display the fingerprint enrollment
interface.

4) Place the same finger for three consecutive times on the fingerprint reader according to system
prompts. If the enrollment succeeds, the following information is displayed:

5) Input your password in the [Input Pwd] field and press OK to proceed.

6) Re-enter your password in the [Pwd Affirm] field and press OK to confirm your entry and proceed.
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7) Press OK to save the enrolled data and complete the fingerprint and password enrollment.

3.2.4 Enroll an ID CardC

1) Select Menu f  User Manage f User Enrollment to display the [User Enrollment] interface.
Select [Reg RFID] and press OK to proceed.

2) Press OK to confirm and proceed.

3) Input a number (from 1-65534) in the [User ID] field. Press OK to display the ID card enrollment
interface.

4) Swipe your card and the system reads your card number.

5) Press OK to confirm and proceed.
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New Enroll
CARD: 16650449
UserlD: 00010
ESC OK

Note: The last digit “C"
in “00010-C" denotes
ID card.

6) Press OK to save the enrolled data and complete the ID card enrollment.

Note:

The ID card verification is an optional function. To customize an ID-card-capable FRT, please consult
our commercial representatives or pre-sale technical support engineers.

3.2.5 Enroll an HID CardC

The enrollment procedure of HID cards is the same as that of ID cards.
The standard HID card adopts the ID of dedicated format and the facility code for encryption.

Note:

The HID card verification is an optional function. To customize an HID-card-capable FRT, please
consult our commercial representatives or pre-sale technical support engineers.

3.2.6 Enroll a Mifare CardC

1) Select Menu f User Manage f FPCard Mng to display the [FPCard Mng] interface.

User Manage ¢
Enroll User
3 FPCard Mng
Enroll Admin

2) Press OK to proceed. The following information is displayed:

FPCard Mng

3 Create PINCard
Enroll FPCard
Create FPCard
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Reg FPCard
Unreg FPCard,
Empty Card
Dump FPCard
Move To FPCard

Create PINCard: Create a PIN card for every user enrolled in FRT. Users can log attendance records
by using their PIN cards instead of fingerprints.

Enroll FPCard: Fingerprints are stored directly in users' PIN cards instead of the FRT. Users can verify
their IDs by using “cards and fingerprints’, that is, swiping their PIN cards and then placing their
fingers on the fingerprint reader.

Create FPCard: Duplicate the enrolled fingerprints (from the FRT) to the user’s PIN card to create a
fingerprint card (FP card) so that users can verify their IDs by using their “fingerprints” or “cards and
fingerprints”

Reg FPCard: To use an FP card of an FRT on another FRT, you must register a new FP card on current
FRT.

Unreg FPCard: To prohibit the use of an FP card on an FRT, you must deregister this card from this
FRT.

Empty FPCard: Delete all the data (fingerprints and numbers) of the FP card.

Duplicate FP in Card: After duplicating the fingerprints from an FP card to the FRT, you can verify
user ID through fingerprints.

Transfer FP to Card: If the fingerprints in an FRT are transferred to an FP card, these fingerprints will
only exist in this FP card and no longer present in the FRT.

Note:

The Mifare card verification is an optional function. To customize a Mifare-card-capable FRT, please
consult our commercial representatives or pre-sale technical support engineers. For details, see
Mifare Card User Guide.
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4.3Prompts for Successful Enroliment

A high fingerprint enrollment quality assures quick verification speed, while a poor fingerprint
enrollment quality may easily lead to false rejection and slow verification.

Table 1-2 Common Causes of Enrollment Failure or Poor Fingerprint Quality

Finger is too dry
or dirty

Rub your fingers against your palm because rubbing yields oil.
Moisturize your finger by breathing on it.

Apply insufficient
pressure

Apply pressure lightly and evenly during the capturing process.

Select fingers for
enrollment

Left and right index fingers or middle fingers are recommended.
Select the fingers without worn-out or damaged fingerprints.

Users usually select their index fingers, but if their index fingers do not have
high fingerprint quality, they can select their middle fingers or ring fingers.
For users with small fingers, they can opt for their thumbs. To enroll spare
fingerprints, users can select fingers not prone to wear-out or damage, for

example, the ring fingers.

Finger placement

Press your finger flatly on the fingerprint sensor and be sure that the pad
(not the tip) covers as much of the sensor window as possible. Do not press
your finger perpendicular to the fingerprint sensor; do not knock your finger

on the sensor quickly; keep your finger still.

Impact of the
fingerprint image
change

The change of fingerprint image due to skin peeling-off or injury will affect
the verification performance.
If the fingerprint quality of a user is poor due to the skin peeling-off and the
user cannot pass the verification one week later, the user needs to re-enroll
his/her fingerprint or adopt the password verification mode.

Other causes

There may be a small amount of people who cannot pass the verification no
matter how hard they try due to very poor fingerprint quality. In that case,
you can adopt the ID + fingerprint verification mode, duly lower the 1: 1
match threshold or adopt the password verification mode.

4 4Verification Modes

After enrollment, you can verify validity that registered fingerprints or ID card or password on the initial

interface.

3.4.1 Fingerprint Verification

You can adopt 1:1 and 1:N matching modes for fingerprint identification.

(1) 1:1 fingerprint matching (ID + fingerprint)
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In the 1:1 fingerprint matching mode, the FRT compares the current fingerprint collected through
the fingerprint reader with that in relation to the user ID entered through keyboard.

Operation steps:

1:1 FP Match

PIN: 00011
ESC OK

Enter a user ID through keyboard on the initial interface.

Note: The FRT displays 5-digit numbers, and automatically adds 0 as prefix to the numbers less than 5
digits. For example, if you input “11, the FRT will display “00011".

1:1 FP Match

Remove Finger

Press OK and then place your finger on the fingerprint reader, or directly place your finger on the
fingerprint reader to display the following interface:

Verify

UserlD: 00001
Verified!

If the verification succeeds, the system will generate a voice announcement “Thank you!” after the
above interface is displayed about 0.5 seconds, and then the following interface will be displayed:

FP Verify

Please Try Agn.

If the verification fails, the system will generate a voice announcement “Please try again!”and display
the following interface:

After the above interface is displayed 0.5 seconds, the system will return to the initial interface.
(2) T:N fingerprint verification

In the 1:N fingerprint matching mode, the FRT compares the current fingerprint collected through
the fingerprint reader with all the fingerprints stored in the FRT.

Operation steps:

FP Verify

Remove Finger

Place your finger on the initial interface to display the following interface:
Verify

UserlD: 00001
Verified!
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If the verification succeeds, the system will generate a voice announcement “Thank you!” after the
above interface is displayed about 0.5 seconds, and then the following interface will be displayed:

If the verification fails, the system will generate a voice announcement “Please try again!”and display
the following interface:

FP Verify

Please Try Agn.

After the above interface is displayed 0.5 seconds, the system will return to the initial interface.
3.4.2 Password Verification

Input your ID on the initial interface.

1:1 FP Match

UserlD: 00008

ESC OK
Press OK and the system displays a prompt message “Verified!".
Pwd Verify

UserlD: 00008
Input Pwd *****

Input a correct password and press OK to confirm your entry.
Pwd Verify

UserlD: 00008
Error Pwd.

If you enter a wrong password, the system displays “Error Pwd” as shown below and returns to the

password input interface:

Pwd Verify

UserlD: 00008
Verified.

3.4.3 Verification Through Card SwipingC

If you have your ID card number enrolled in the system, you can pass the verification by swiping your
ID card at the swiping area in a proper way.

3.4.4 Mifare Card VerificationC

If you use your PIN card for Mifare card enrollment, you need to select Menu f Options f
System Opt f Adv Option to display the [Adv Option] interface. Select the “Card Only” option
through the "z /& "key, and set this option to Y.

Swipe your PIN card at the swiping area on the initial interface to display the following interface (Do
not place your card too far from the swiping area; otherwise, your card may not be sensed.):
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Verify

UserlD: 00008
Verified.

If you adopt other modes (for example, FP card) for Mifare card enrollment and set the “Card Only”
option to'Y, the verification process is the same with the above.

If you set the “Card Only” option to N, the verification process is as follows:

Swipe your PIN card at the swiping area on the initial interface to display the following interface (Do

not place your card too far from the swiping area; otherwise, your card may not be sensed.):

Verifying FPCard

00009

Place Finger...
Anykey to Cancel

Place your finger on the fingerprint reader and the following interface is displayed:

Verifying FPCard

00009

Remove Finger
Anykey to Cancel

If the verification succeeds, the system will generate a voice announcement “Thank you!” after the

above interface is displayed about 0.5 seconds, and then the following interface will be displayed:

Verifying FPCard

00009

UserlD: 00009
Verified.

If the verification fails, the system will generate a voice announcement “Please try again!”and display
the following interface:

Verifying FPCard
00009
Please Try Agn.

Anykey to Cancel

After the above interface is displayed 0.5 seconds, the system will return to the initial interface.

Note:

Besides the verification modes above, the B&W screen FRT also provides other modes. For details, see
Appendix Multiple Verification Modes. If you need other verification modes, please consult our
commercial representatives or pre-sales technical support engineers.
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4.5 Administrator Enrollment

The B&W screen FRT provides administrator settings to prevent unauthorized users changing system
data and ensure system security. The operations on administrator settings are as follows:

1) The brand new FRT does not assign any administrator, so you can press Menu to access the
system directly and the following interface is displayed.

Menu

3 User Manage
Options

Sys Info

2) Press OK to display the [User Manage] interface.

User Manage
3 Enroll User
Enroll Admin
Delete

3) Select Enroll Admin through the 2 /& key.

Enroll Admin
3 Enroll FP
Enroll Pwd
FP & Pwd

4) Press OK to display the [Enroll Admin] interface.

User Manage
Enroll User

3 Enroll Admin
Delete

5) Select an enrollment mode and press OK to display the administrator enrollment interface.
Administrator enrollment includes three modes: Enroll Recorder, Enroll Ordinary Admin, and Enroll
Super Admin. For details, see 3.1.5 Authority Class. The enrollment mode of administrator is
consistent with that of a new enrolled user. For details, see 4.1 Enroll a User.
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4.6Delete Enrollment Data

To delete an enrolled user from the system, perform as follows:
1) Press Menu to access related menu item for verification, and the following interface is displayed:

Menu

3 User Manage
Options

Sys Info

2) Press OK to display the [User Manage] interface.

User Manage
3 Enroll User
Enroll Admin
Delete

3) Select Delete through the z /& key.

User Manage
Enroll User
Enroll Admin
3 Delete

4) Press OK to display the [Delete] interface.

Delete

UserID: 00008
ESC OK

5) Enter a number in the [User ID] field and press OK to confirm your entry. Then delete the user according
to system prompt.

Note:

About delete Administrator’s Permission and Clear All Data” some models "advanced settings" has "Clearing
administrator privileges" and "Deleting all data" functions. For detail, please refer to4.1.7Advanced Settings.

You can also use "Access Control Management Software" to delete. Operation steps  opening the "Access
Control Management Software™ click the "Basic settings'--"Device Management"--"others "-- read options "
of the bottom (it can read the all the data that you connected into the device™ --Select " Clear Admin’
Privilege "

Deleting "All users" can also be conducted in the "Device management" menu. Therefore, it is
depending on user’s need and the actual models.
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4, Settings

Press Menu on the initial interface. After verifying your administrative rights, the system displays the
following interface.

Menu

User Manage
3 Options

Sys Info

Select Options and press OK to proceed.
Options c
3 System Opt
Power Mng
Comm Opt
Log Opt
Access Options
Auto Test

The Options menu contains six submenus: System Opt, Power Mng, Comm Opt, Log Opt, GPRS
(Only professional access control devices provide this setting), and Auto Test. These submenus will
be described in the following part.

6.1System Settings

Select System Opt and the information displayed on the screen is shown in the following figure:

System Opt
c
3 Date Time
Language
Fmt
Lock 150
Unlock Users
DLST
Adv Option

4.1.1 Time Settings

Set the current date and time displayed on the FRT screen. Select Set Date Time and press OK to
display the following interface.

YYYY-MM-DD 24H
2006-6-13
9:34:29
ESC OK

To modify date and time, place the cursor to the desired field through the z /& key, input correct
date and time, and press OK to save the changes.

Note: For some type of devices, you need to press Menu key about 3seconds for confirm.
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4.1.2 LanguagesC

You can set the language displayed on the FRT screen. Select Language and press OK to display the
language editing interface. If you select English, the information on screen will be displayed in
English.

System Opt
&
Date Time
3 Language
English
Fmt

You can change the types of languages through the 2 /& key. Select a desired language and press
OK. Then press ESC to exit the [System Opt] interface. When prompted to save your settings, press
OK to save the settings. The system prompts you that your settings will take effective after the restart
of your device.

Note:

Language selection is a non-standard function. If you need this function, please consult our
commercial representatives or pre-sales technical support engineers.

4.1.3 Date Format

You can set the date format displayed on the FRT screen. Select Format and press OK to display the
format setting interface. Select a desired date format through the z /& key. The FRT supports 10
date formats: YY-MM-DD, YY/MM/DD, YY.MM.DD, MM-DD-YY, MM/DD/YY, MM.DD.YY, DD-MM-YY,
DD/MM/YY, DD.MM.YY and YYYYMMDD. Select desired date format and press OK to confirm your
selection. Then press ESC to exit the system settings. When prompted to save the settings, press OK
and the date format of the system is modified.

For example, the date formats MM/DD/YY and YY-MM-DD are displayed in the above figures on the
left and right respectively.

Welcome Sign-in Welcome Sign-in
10:12 10:12
05/14/06 Tue 06-05-14 Tue

4.1.4 Lock Driver DurationC

The time duration of electronic lock works from open to close when user's verification succeeds
(In case the door is closed).

To set this duration, proceed as follows: Select Lock, and press OK. Then enter a desired number
through the numeric pad, and press ESC to exit and save the setting.

"S (second)"is chosen as the unit of lock driver duration, and you can set it 1~254 (while some devices
can set 10s at most).

If set the duration to"0", means Lock driver duration is closed. Normally, we do not suggest set it is"0".
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Notes:

This parameter is only available for the FRTs with the simple access control function. For FRTs with
professional access control function, this parameter is contained in the access control settings.

The unit of quantity and the maximum value of this parameter here are standard configurations. If
you need larger parameter values, please consult our commercial representatives or pre-sales
technical support engineers.

4.1.5 Number of UsersC

To set the number of users required to unlock the FRT, select Unlock Users and press OK. Then enter
a desired number through the numeric pad, and press ESC to exit and save the setting.

This parameter is set to 1 by default, that is, the FRT sends the lock control signal as long as one user
passes the verification. If it is set to 3, then the FRT sends the lock control signal only after all these
three users pass the verification and the verification interval cannot exceed 30s. This parameter can
be set to 5 at most.

Note:
This parameter is only available for the FRTs with the simple access control function.

4.1.6 Daylight Saving Time (DLST) C

Select Menu f  Options f  System Opt f  DLST to set the "DLST"

On the interface as shown in the following figure, you can set the DLST.

DLST c
3 DLST Y
Mode  Mode 1
Enter DLST

End DLST

To enable the DLST, select Y and press OK. To disable the DLST, select N.

After enabling the DLST, you need to set the events related to the start and end of the DLST. You can
set two modes for the DLST format: Mode 1 and Mode 2.

In the default Mode 1, the DLST is set in the format of “Month-Day Hour: Minute”.
In Mode 2, the DLST is set in the format of "Month-Week-Specific Day of the Week Hour: Minute”.

The value scope of week (WS): 1T — 6. 1 means the first week, 2 the second week and so on and so
forth. The value scope of day (WK): 0 — 6. 0 means Sunday, T means Monday and so on and so forth.

Let's take 4:00 September 1°' 2008 (that is, Saturday of the first week in September 2008) as an
example to illustrate these two modes:

MM-DD 24H MM-WS-WK  24H
9-1  04:00 9-1-6  04:00

WK (0:Sun 6:Sat)
ESC OK ESC OK
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Mode 1 Mode 2

Note: 1. If the month set in the DLST start time is later than that set in the DLST end time, the DLST
will span two years, for example, the DLST starts at 2007-9-1 4: 00 and ends at 2008-4-1 4:00.

2. If you select Mode 2 and set the DLST to start on Sunday of the sixth week and current year is 2007,
then the system will start the DLST at the specified timepoint on the last Sunday of current month in
2008 once finding out that there are only 5 weeks in current month.

3. If you set the DLST to start on Monday of the first week in September and current year is 2008,
then the system will automatically start the DLST on the first Monday in current month once finding
out that the first day is Tuesday instead of Monday in 2009.

4.1.7 Advanced Settings

Through the advanced settings, you can perform such operations as restoring factory defaults,
clearing management rights, deleting attendance records, clearing all data, setting match thresholds
and setting voice prompts, as shown below:

Adv Option <
3 Reset Opts

Clear All Data

Del All Logs

Clr Admin Pri

Show Score N
Match Thr
45
Mst Input D
N
1:1Thr 35
Two Sensor N
Voice
Y
Card Only
R.Card Only
FPCard Key
Upd Firmware
Remote Verify
Server IP
Work Code No
Button Beep N
Adj VOL M
Alg Version 9
Instant Print
Anti-PB No

Note:

The menu options above contain some optional functions. If the actual product does not have one
or several of the options above, then this product does not support the related function(s).
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Select a desired option through the 2 /& key, and perform settings as required.
1) Reset Opts.

This option is used to restore all the settings to factory defaults.

2) Clear All Data

This option is used to delete all the enrolled fingerprints and records.

3) Del All Logs

This option is used to delete all verification records in the chip.

4) Clr admin pri

This option is used to set all the administrators to ordinary users.

5) Show Score

This option is used to set whether to display the fingerprint quality value on the top right corner of
the screen.

(Note: The setting of this option affects the image capture speed of the FRT.)
6) Match Threshold

This option is used to set the extent of matching between an input fingerprint and that stored in
templates. For details, see 2.1.3 Match Threshold.
7) Mst Input ID

This option is used to set whether the user must input an ID number before fingerprint matching. If
you select Y, you must input an ID number before 1:1 fingerprint matching; if you select N, you do
not have to input an ID number before 1:1 fingerprint matching.

8) 1:1 threshold

This option is used to set the extent of matching between an input ID/fingerprint and that stored in
templates in the ID and fingerprint identification mode. For details, see 2.1.3 Match Threshold.

9) Two SensorC

If you select Y, you can install an external fingerprint sensor through the USB interface and use this
external sensor together with the fingerprint reader accompanied with the FRT. If you select N, you
cannot install any external fingerprint sensor. For details, see Appendix External Connection with the
Fingerprint Reader.

10) VoiceC

This option is used to set whether to play voice prompts during the operation of the FRT. Select Y to
enable the voice prompt, and select N to play beep sound only.

11) Upd firmware

You can select “Upd Firmware” to upgrade the firmware of an FRT through the upgrade files in the
USB pen drive.

Note: If you need firmware upgrade files, please contact our technical support engineers. Generally
it is not recommended to upgrade the firmware.

12) Card OnlyC

If you select Yes, you only need to verify your ID card. If you select No, you need to verify both your ID
card and fingerprint.

13) R.card OnlyC
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If you select Y, you must swipe a card registered on the FRT for verification. If you select N, you do not
need to swipe a registered card.

14) FPCard KeyC

When you set a value for this parameter, you set a password for your FP card and the FRT will write
this password in your enrolled FP card.

15) Remote VerifyC
After Remote Verify is set to Yes, the FRT can be used for verification on the background server.
You can select the following four verification modes:

LO: Local verification only. Only the fingerprints that have been enrolled on local FRT can pass the
verification.

NO: Remote verification only. The FRT only searches the remote database for matched fingerprints.

LN: Local verification comes before remote verification. The FRT first searches local database for
matched fingerprints and then the remote database if it fails to locate matched fingerprints in local
database.

LN: Remote verification comes before local verification. The FRT first searches remote database for
matched fingerprints and then the local database if it fails to locate matched fingerprints in remote
database.

16) Server IPC
This option is used to set the IP address of the RIS server.
17) Work CodeC

This option is used to set whether to use the work code and to set the mode of work code. There are
three options: None, Mode1, and Mode?2. For details, see Appendix Work Code.

18) Keypad toneC

This option is used to set whether to generate a beep sound in response to every keystroke. Select Y
to enable the beep sound, and select N to mute.

19) Adj VOLC

This option is used to adjust the volume of the keypad tone among High, Medium and Low.

20) Alg Version

This option is used to set the version number of the fingerprint algorithm. Select 9 to adopt
algorithm version 9.0 and 10 to adopt algorithm version 10.0. Please select the algorithm version
with caution because the fingerprint templates of these two algorithm versions are incompatible.

Note: some of the device will be prompted to remove the user information and attendance data
when change the algorithm. So we proposed to back up user information and attendance data
before change the algorithm.

21) Imdt Prt (Immediate Print) C

After this option is set to RS232, the FRT outputs the verification information each time after
successful verification to the serial port. The verification information can be directly printed if the
serial port is connected with a printer. The verification information can be viewed through a
HyperTerminal. For the cable connection between the serial port and printer, see Appendix Print.

22) Anti-PassbackC
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This option has four values: None, Exit, Entry and Entry and Exit. For details, see Appendix
Anti-Passback.

Note:

1. The options Two Sensor and Upd Firmware are available only on the USB-capable FRTs.

2. The option Card Only is available only on the Mifare-card-capable or ID-card-capable FRTs.

3. The options R.card Only and FPCard Key are available only on the Mifare-card-capable FRTs.
4. The options Remote Verify and Server IP are available only on the RIS-capable FRTs.

5. The options Keypad Tone and Adj VOL are available only on the FRTs that adopt the URU
Sensor.

6. The option Work Code is available only on the FRTs that support the work code feature.

7. The option Imdt Prt is available only on the print-capable FRTs.

8. The option Anti Passback is available only on the anti-passback-capable FRTs.

6.2Power ManagementC

Through power management, you can set the timing power-on/shutdown, power-on/shutdown
time, lock power key, and timing state switching.

6.3 Power Settings

Press Menu to access system menu. Select Options f Power Mng to display the following
interface.

Power Mng

c

3 Shutdown N
PowerOn N
Sleep N
Bell Delay 10
Scheduled Bell
Idle

Sleep

Idle Min 0
Lock Power N
Server IP
Sch. State

The B&W screen FRT adopts an intelligent power management system and supports such functions
as timing power-on/shutdown and sleep timing.

1) Shutdown
This option is used to automatically shut down the FRT at specified time.
Select Shutdown and press OK.

Shutdown

Set Sch. Fun?
ESC OK
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Press OK to set the automatic shutdown time. Press ESC to disable the automatic shutdown
function.

After setting the time, press OK and the timing shutdown function is enabled.
2) PowerOn

This option is used to automatically power on the FRT at specified time. The settings of timing
power-on are similar to those of timing power-off.
3) Sleep

This option is used to set the FRT to automatically enter sleep mode at specified time. You can wake
up the FRT from sleep mode by pressing any key. The setting steps of this parameter are similar with
those of timing shutdown.

4) |dle& Idle min

These two options are closely associated. When Idle min is O, the Idle function is disabled. When Idle
min is a non-zero number (unit: minute), for example, 1, the system will enter a specified state if there
is no operation in 1T minute.

5) Scheduled Bell & Bell DelayC

There are 8 time segments available every day of a week. You can set the alarm time as required. The
FRT will automatically alarm at the specified time every week and stop the alarm after the alarm
duration times out.

6) WEB SERVER IPC

This option is used to set the IP address of the web server.
7) AdjvoLC

You can adjust the MP3 playing volume as required.

8) Lock PowerC

If you set this option to Y, the power-off key on the keyboard cannot be used, and the option
Power-Off is displayed under the menu. If you set the option to N, the power-off key on the keyboard
can be used.

Note:

1) If you have not found this Option, shutdown, Power on, it belongs to the normal state. Only some
device have the time state selection function, if you have any question, please contact our
technician.

2) Web Master IP setting is valid unless the fingerprint device own playing MP3 function. Please refer
to Appendix MP3 Function Introduction.

3) Time ring and the duration of ringing only belong to these fingerprint device with Time ring and
Playing MP3 function.

4) Only the device with a power key, the Lock power button function is available.

5) For some type of devices, when you set the time of shutdown, power on or sleep, please press
Menu key for confirm.
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Timing State SwitchingC

State switching: Different attendance states need to be recorded in different time segments, so
there are 6 state keys on the keyboard to switch between different states for the FRT of some models.
You need to change the state manually by pressing related status key. To use an attendance state,
press related state key. To reduce manual operations, a timing state switching option is provided.

Definition of Timing State Switching

The FRT automatically switches the attendance state at the specified time. Current attendance state
is displayed on the initial interface.

Setting of Timing State Switching
Set state switching time

1.Select Menu f Options f Power Mng f Sch. State to display the following interface:

Sch. State
State
Sing-in

ESC OK

2. Select an attendance state through the 2 /& key from sign-in, sign-off, sign-in for overtime work,
and sign-off for overtime work. Press OK to set the selected state. Take "sign-off”as an example:

To sign-off c

3 No.1 N
No. 2 N
No. 3 N
No. 4 N

3. Select the time for setting, for example, select 1 and press OK.

No. 1
Set Sch. Fun?

ESC OK
No. 4 N

4. In the displayed interface as shown below, input a number, for example, 8:30, as the sign-off time
through the keyboard.

To sign-off &
3No.1 830
No. 2 N
No. 3 N

5. Select the time for setting through the 2 /& key, with the similar operation as Step 4.
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6. After completing the setting, press ESC to exit. When prompted to save your settings, press OK to
confirm or press ESC to cancel.

To sign-off
Save?

ESC OK

7. 1f you save your settings, these settings will take effect and the attendance state will change into
“sign-off”at the specified time.

Cancel the set state switching time
Display the set state switching time interface to cancel the above “Sign-off”time setting.

1.Select Menu f Options f PowerMng f Sch. State, and select"Sign-off”as shown below:

To sign-off &
3No.1 830
No. 2 N
No. 3 N
No. 4 N

2.To cancel time 1, select time 1 and press OK.

No. 1
Set Sch. Fun?

ESC OK
3. Press ESC to cancel time 1.

To sign-off &

3 No. 1 N

No. 2 N

No. 3 N

4. After completing the setting, press ESC to exit. When prompted to save your settings, press OK to
confirm or press ESC to cancel.

To sign-off
Save?

ESC OK

5. If you save your settings, these settings will take effect and the “Sign-off” switching time 1 will be
cancelled.
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6.4Communication-related Settings

Select Comm. Opt and the information displayed on the screen is shown in the following figure:

Comm Opt c
3 BaudRate 115200
Dev Num 1
DHCP N
Net Speed Auto
IP Addr
192.168.1.201
NetMask
255.255.255.0
Gateway 192.168.1.1
Ethernet Y
RS232
RS485 N
USB N
COMM Key 0
Extern MODEM Y

1. BaudRate

This option is used to set the baud rate for the communication between the FRT and the PC. It
includes five options: 9600, 19200, 38400, 57600, and 115200. The high baud rate is recommended
for the RS232 communication to achieve high communication speed, while the low baud rate is
recommended for the RS485 communication to achieve stable low-speed communication.

2, Dev Num
This option refers to the device ID numbered from 1 to 255.
3. Dynamic Host ConfigurationC

If this option is set to Yes, the FRT requests the DHCP server on the network to dynamically assign an
IP-address.

4.1P AddrC
The default IP address is 192.168.1.201. You can modify the IP address as required.
5. Net speedC

This parameter refers to the network rate, including five options: ATUO, 10M-F, T0M-H, 100M-F and
T00M-H. "10M-F"is recommended for the ZEM100 product series and "AUTO"is recommmended for the
ZEM200 product series.

6. Net MaskC

The default subnet mask is 255.255.255.0. You can modify the subnet address as required.
7. GatewayC

The default gateway is 0.0.0.0. You can modify the gateway as required.

8. EthernetC

This parameter is used to set whether to adopt the Ethernet for communications. To adopt the
Ethernet, set this parameter to Y; otherwise set it to N.
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9.RS232

This parameter is used to set whether to adopt the RS232 for communications. To adopt the RS232,
set this parameter to Y; otherwise set it to N.

10. RS485

This parameter is used to set whether to adopt the RS485 for communications. To adopt the RS5485,
set this parameter to Y; otherwise set it to N.

11.USBC

This parameter is used to set whether to adopt the USB for communications. To adopt the USB, set
this parameter to Y; otherwise set it to N.

12. COMM Key

When the password is set to 0, no password is required for communication; when the password is set
to a non-zero value, this value is required for communication connection.

13. Extern MODEMC

If this option is set to Y, the FRT can access network through a Modem. For details, see Appendix
Modem.

Note: 1. The option Ethernet is unavailable on the FRTs with the two options Gateway and Net
Mask, and the Ethernet function is enabled by default; for the FRTs without the two options
Gateway and Net Mask, the option Ethernet is available and must be set to Y before the use of
Ethernet coommunications.

2. After finishing the settings above, you need to restart the FRT to enable the settings.

6.5Log Settings

Select Log Opt and the information displayed on the screen is shown in the following figure:

Log Opt c
3 Alarm AttLog 99
ReCheck Min 0

1. Alm AttLog

When the available space for storage of attendance logs reaches the specified value, the FRT
automatically generates an alarm.

2. Recheck Min

If a user’s attendance record already exists and the user checks in again within the specified period
(unit: minute), his/her second attendance record will not be stored.
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6.6 Access OptionsC

The Access Control Settings items include the user’s access time segments and access
combinations etc.

The Access Control Settings are valid for the FRTs with professional access control functions. The
menu item “Access Options” is inexistent in the fingerprint time attendance machines and the
devices with simple access control functions.

Select Access Options and the information displayed on the screen is shown in the following figure:

Access Options &
3 TP Opts
User Acc Opts
GRP TP Define
Access Comb
Lock 150
DSen. Delay 10
DSen. Mode N
DSen.Alarm 30
Duress Options
Failed Trig
Group VerType

The Access Options includes the following options:

1. Def TP

Define the unlocking time segments every day of a week.

2. User Acc Opts

Set the unlocking time, the group that the user belongs to, and the unlocking combination.
3. GRP TP Define

Define the available time segments for users of a certain group to unlock.

4. Access Comb

Define diverse unlocking combinations. Each combination is composed of different groups.
5. Lock

Set the duration from successful fingerprint matching to unlocking.

6. DSen. Delay

Set the door sensor delay. An alarm will be generated if the door is left open for a period of time, and
this period is called door sensor delay.

7.DSen. Mode

Door sensor switch includes three modes: NONE, Normal Open (NO), and Normal Close (NC). NONE:
Door sensor switch is not used. NO: Both door and lock are open; otherwise, an alarm will be
generated after the door sensor delay. NC: Both door and lock are closed; otherwise, an alarm will be
generated after the door sensor delay.

8. Duress OptionsC

Set the automatic alarm function to prevent enrollment under duress. In times of duress, the system
will silently send a duress signal after a period of time when a fingerprint passes the match.
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9. Failed TrigC

The system automatically generates an alarm when the number of consecutive verification failures
exceeds the upper limit.

10. Group VerTypeC
Set the verification type adopted by the user in a group.

Note:The “Group VerType" option is available only for the devices supporting 14 verification modes.
To customize this function, please consult our commercial representatives or pre-sales technical
support engineers.

1). Access Control Function Description

The setting items for each user include: the group that the user belongs to, and the available access
time segments for group and user. User grouping means the allocation of a user to a certain group,
for example, Group 1 or Group 2. A group or user can be set with three preset access time segments
at most, and these time segments have an "OR" relation with one another (that is, unlocking is
available for a group/user at any one of these time segments). For details on the relationship
between the use of group TSs and the user TPs, see 4.5.3 User Access Control Settings.

In a simple word, the unlocking conditions for an enrolled user are as follows:

W The group to which the user belongs must lie in an access combination (or it can share the same
access combination with other groups and unlock together with them).

Y The current unlocking time must remain within any one of valid access time segments.

Newly enrolled users are classified into Group 1 by default. The default group time segment is “1".
When Group 1 and time segment 1 both adopt factory defaults, the newly enrolled users are in
Open state. (If a user modifies the access control settings, the system will also change these settings
accordingly)If the group to which a user belongs is inexistent in access combination settings, the
user can only mark his/her attendance but cannot unlock.

2). Access Control Verification Flow
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Verification

Press a finger <

succeeds, but
the door does

Invalid time
segment

not unlock

Attendance <€—

Invalid group
combination

he user group
lies in the unlock
combination

4.6.1 Define Time Segments

Meet the
conditions of certain unlock
combination

Unlock
combination

Next user
group

Time segment is the minimum time unit for access control setting. The entire system can be defined
with a maximum of 50 time segments. Each time segment is divided into 7 time buckets, that is, one
week. Each time bucket is the valid time segment within 24 hours every day. Every user can be set
with up to 3 time segments which have an “OR” relation with one another. The verification time is
deemed valid only if it remains within one of these time segments. The time bucket format is
HH:MM-HH:MM using a 24-hour clock.

If the end time is earlier than the start time (23:57-23:56), unlock is prohibited for a whole day. If end

time is later than the start time (00:00-23:59), unlock is valid within this time bucket.

Valid time segments for unlock: whole day (00:00-23:59), or the period from start to end time.

@ Tip: The default time segment 1 indicates the whole day access (that is, the newly enrolled users
are allowed to unlock).

Select Define TP to display the following information:

Define TP
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TP No.
1
ESC OK

Press OK to display the Define TP1 interface as follows:

DefTP 1 Z
Sun 00:00-23:59
Mon  00:00-23:59
Tue 00:00-23:59

Wed  00:00-23:59
Thu 00:00-23:59
Fri 00:00-23:59
Sat 00:00-23:59

The TP1 above is defined as whole day access, that is, the factory default.
Time segment can be reset. Take TP1 as an example:

Inaccessible on Saturday and Sunday;

Accessible during the work time from Monday to Friday.

Work time: 08:30-18:00

The specific settings are as follows:

DefTP 1 =

Sun 23:57-23:56
Mon  08:30-18:00
Tue 08:30-18:00

Wed  08:30-18:00
Thu 08:30-18:00
Fri 08:30-18:00
Sat 23:57-23:56

Multiple time segments can be defined as required and the entire system can be defined with 50
time segments at most.

4.6.2 Define Grouping Functions

By using the grouping functions, you can divide users into different groups and combine diverse
groups to form different access combinations, so as to facilitate access control management. The
system defines 5 groups: Group 1, Group 2, Group 3, Group 4 and Group 5. Newly enrolled users
belong to Group 1 by default, but they can also be reassigned to other groups.

Group TS: This parameter is used to set the unlocking time of groups. In Group TS, select a set TP
No.
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The newly enrolled user adopts the time segment of Group 1 by default, but after resetting the
group that he/she belongs to, the user will use the related time segment of the new group.
Therefore, the default time segment of every group shall be defined in advance.

For details on how to Use Grp TPs, see 4.5.3User Access Control Settings.

@Tip: The time segment of Group 1 is numbered “1"by default. (That is, the newly enrolled users are
allowed to unlock by default.)

a) Select GRP TP Define and then select”1"as Group No.:

GRP TP Define 2z
Group No.
1

ESC

Press OK to display the Group1 Default TS interface.
GRP 1 Define TP =z

OK

TP 1 1
TP 2 8
TP 3 40

There are three default time segments which have an “OR"relation with one another.

Group 1 is allowed to unlock within the time segments 1, 8 and 40. You can also select other defined
time segments.

b) Select GRP TP Define and then select2"as Group No.
Press OK to display the Group2 Default TS interface.

GRP TP Define Z
Group No.
2
ESC OK

Group 2 is allowed to unlock within the time segments 2, 10 and 36. You can also select other
defined time segments.

The time segments of every group can be defined as required and the entire system can be defined
with the time segments of 5 groups at most.

GRP 2 Define TP

Zz
TP 1 2
TP 2 10
TP 3 36

4.6.3 User Access Control Settings

The user access control settings can be performed based on user requirements.
You can access the User Acc Opts menu to query the access control setting state of a user.

The User Acc Opts menu includes the options: Belong to GRP, Group TS, User TS, Group VerType, and
Individual VerType. .

O Belong to GRP: Divide the enrolled users into several groups to facilitate management.
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O Group TS: Set whether the user adopts the default time segments of the group that he/she
belongs to.

O UserTsS: Set the user's unlocking time and select a set time segment number.

O Group VerType: Set whether the user adopts the verification types of the group that he/she
belongs to.

O Individual VerType: Select a verification type for an individual user without using group
verification types or affecting other group members'verification types.

J Note: 1. Relationship between group time segments and user time segments.
The value of the option Use Grp TPs only works for the following user time segments:

(1) If "Use Grp TPs" is set to Y, the user time segment will be automatically assigned the time
segment No. of the group that the user belongs to. (Group time segments must be set in advance.)

(2) If the user time segment changes, “Use Grp TPs” will be automatically set to N.
2. Relationship between group verification types and individual verification types.

(1) If the option Group VerType is set to Y, the user will use the group verification type.

(2) If the option GroupV-

Select
Z
ESC OK
Pre OK Z /¢ Y
SelectY
Z
1
Y
1
8
40
Y
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